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Proof-Of-Work CAPTCHA with password cracking functionalities



Disclaimer

• Completed the disclosure process
• Govt has already introduced fixes
• Pro bono, non-commercial research



Raise your hand if

Your country already has 
some sort of Digital ID



• Only a matter of time before you’ll 

• Learn on other’s mistakes before its implemented in your country.

If you didn’t 

• What are the similarities and differences?

• Let’s connect after this talk to compare. 

If you did 



Political background in the EU

electronic IDentification, Authentication 
and trust Services
• EU regulation regarding Digital ID
• Goals:

• System unification across the EU states
• Interoperability across the continent



Political background in Poland

The mCitizen application act
• The same legal framework as for the traditional 

Identity Card

• More than just ID card

• Introduction of legal sanctions



Research scope



Practical part



2 main processes

Verification 
process

Onboarding 
process



2 main processes

Verification process



Digital ID verification

Three verification methods

1. Visual verification
2. Functional verification
3. Cryptographical verification



Visual verification



• Logging out and logging in back

• Performing an unrelated action within the app

Functional verification



Cryptographic verification



In reality...

Almost nobody uses the cryptographical verification

1. Visual verification
2. Functional verification
3. Cryptographical verification



Let’s imagine 4 different organizations:
 Clinic
 Airline
 Telecom company
  Bank

What are the risks associated with lack of proper ID verification? 

To visualize the problem...



 Clinic
Stealing medical records

 Airline
Fugitive fleeing the country

 Telecom
SIM-swapping attack

 Bank
Money theft



 Clinic  Airline

 Telecom  Bank

Which of these use the strongest verification method?











 Clinic  Airline

 Telecom  Bank

Which of these use the strongest verification method?



mHacker 

Tool for injecting your own data 
into the mCitizen app
• Name
• Surname
• Social Security Number
• Birthdate
• Photo



This could be you!



RedTeam Op + mHacker + Linkedin = 

+ 100%
SUCCESS RATE



Similarities:
• Both are illegal

Differences:
• Arbitraty data change
• Faked in a matter of seconds

• Infinitely scalable
• Free to use

Almost the same thing as Fake ID...



mHacker vs mCitizen

Three verification methods

1. Visual verification
2. Functional verification
3. Cryptographical verification



Technical part



2 main processes

Verification 
process

Onboarding 
process



2 main processes

Onboarding process



Onboarding

U S E R

G O V  S E R V E R

B A N K
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Onboarding

U S E R

G O V  S E R V E R

B A N K

Pass data



Onboarding

U S E R

G O V  S E R V E R

B A N K

Generate user certificate and 
pass to the user

Pass data



Onboarding

After onboarding, your 
encrypted digital ID is saved in 
your phone’s internal storage.



What’s mCitizen under the hood?

Govt signed „container” Personal certificate





Observations

• Personal container is signed by GOV.
• Process requires access to trusted 3rd 

party.
• 3rd party communicating directly with 

GOV’s servers.



2 main processes

Verification process



Person Verifying Person being verified

Weryfikowany





What information does the QR code store?

Document type 25

QR code type D

ID C086[...]2a2d

Creation date 16.09.2023 13:37:00

Expiry date 16.09.2023 13:40:00

Creator name SZYMON CHADAM



What information does the QR code store?

Document type 25

QR code type D

ID C086[...]2a2d

Creation date 16.09.2023 13:37:00

Expiry date 16.09.2023 13:40:00

Creator name SZYMON CHADAM



Can you change that data?

Creator Name

Police 
Headquarters in 
Krakow





Creator Name

Orlen Investments S.A

The data you are sharing:
• Name and Surname
• Bank account number

After successful verification, your bank account 
will be credited with PLN 100,000
\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n





We want more

• Good phishing vector, but that’s 
not enough

• Still blocked by cryptography
• Next goal:

• Verifying identity using 
someone’s data

• Defeating cryptographic 

verification 



User verification process

V E R I F I E R V E R I F I E D
G O V  S E R V E R



User verification process

V E R I F I E R V E R I F I E D
G O V  S E R V E RStart a verification 

session with ID: 4FD9



User verification process
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I want to verify myself for 
session ID: 4FD9

Start a verification 
session with ID: 4FD9



User verification process

V E R I F I E R V E R I F I E D
G O V  S E R V E R

I want to verify myself for 
session ID: 4FD9

Start a verification 
session with ID: 4FD9 Key for additional 

encryption
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Start a verification 
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Metadata

Key for additional 
encryption
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User verification process

V E R I F I E R V E R I F I E D
G O V  S E R V E R

I want to verify myself for 
session ID: 4FD9

Is the data correct?

Start a verification 
session with ID: 4FD9

Container 
Session ID 
Metadata

Key for additional 
encryption

+



User verification process

V E R I F I E R V E R I F I E D
G O V  S E R V E R

I want to verify myself for 
session ID: 4FD9

Is the data correct?

User details verified by 
the server.

Start a verification 
session with ID: 4FD9

Container 
Session ID 
Metadata

Key for additional 
encryption

+



• Verifier gets a confirmation on his device.
• What data is received „under the hood”?

• What information does the verifier receive?

What’s the result of verification?

Ofiara

Verifier





Looking similar?





The verifier receives a 
full mCitizen ID
container copy of the 
person being verified
GOV signature included



Is it that simple?

V E R I F I E R V E R I F I E D
G O V  S E R V E R

Container 
Session ID 
Metadata



1. Generate phishing QR code
2. Lure victim into veryfing his data
3. Inject his/her data into your application process
4. Successfuly verify (not) your data 

Complete attack scenario



Attacker Victim



Attacker3rd party verifier



• Server-side logic vulnerability during verification
• Works both on Android and iOS

• Excessive information exposure
• Container of person A signed with certificate of person B
• Attack invisble to the victim
• Collect now, scam later  

It works!



How long is the captured mCitizen ID valid for?



How long is the captured mCitizen ID valid for?



“I've shared my mCitizen ID with someone. 
What can I do to protect myself?”



“I've shared my mCitizen ID with someone. 
What can I do to protect myself?”

Nothing





Timeline 

21st August 2023 – started testing

23rd August 2023 – vulnerability discovery

24th August 2023 – notified CERT NASK

25th August 2023 – notified CSIRT MON

28th August 2023 – direct contact with GOV’s security department
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1st September 2023 – mCitizen in banks



D-Day 

rp.pl



Timeline 

21st August 2023 – started testing

23rd August 2023 – vulnerability discovery

24th August 2023 – notified CERT NASK

25th August 2023 – notified CSIRT MON

28th August 2023 – direct contact with GOV’s security department

1st September 2023 – mCitizen in banks

5th October 2023 – information from CERT about implemented fixes



GOV’s reaction

• Almost instantaneous reaction
• Direct meeting with the team
• Initial fix much sooner than the CERT’s 

information
• Listed a job offer for a pentester 



Lessons to learn

Using Digital ID?
• Always use the strongest verification method

• Spread security best practices

• NEVER VERIFY VISUALY!



Lessons to learn

Creating Digial ID?
• Prioritize security

Security principles of traditional ID still apply!

• Test your solution

• Discourage visual verification

• Train others how to properly verify data



Lessons to learn

Integrating into Digital ID?
• Use only the strongest verification method

• Test the integration

• Assess the risk and consequences

Use threat modeling to cover all bases 

How will vulnerability in Digital ID affect your business?



Thank you! Questions?

Szymon Chadam
IT Security Consultant at Securing

szymon-chadam
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