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« Completed the disclosure process
* Govt has already introduced fixes
* Pro bono, non-commercial research




& Raise your hand if

Your country already has
some sort of Digital ID




If you did

What are the similarities and differences?

Let's connect after this talk to compare.

If you didn’t £

Only a matter of time before you'll

Learn on other’s mistakes before its implemented in your country.




Political background in the EU

electronic IDentification, Authentication

and trust Services
 EU regulation regarding Digital |ID

o (Goals:
« System unification across the EU states

* Interoperability across the continent e I DAS




Political background in Poland

The mCitizen application act

The same legal framework as for the traditional
l[dentity Card
More than just ID card

Introduction of legal sanctions

LRancelaris Sepy

Dz U. 2023 poz. 1234

USTAWA
z dnia 26 maja 2023 r.
o aplikacji mObywatel'
Art. 1. Ustawa okresla:
zakres ushug udostepnianych w aplikacji mObywatel, w tym funkcjonowanic:

a) dokumentu mObywatel,

b

profilu mObywatel,
¢) cenyfikatéw uzytkownika aplikacy mObywatel,
d) podpisu elektronicznego weryfikowanego przy wyciu certyfikatu uzytkownika aplikacji mObywatel;

warunki i sposdb pobicrania przez uzytkownika aplikacji mObywatel, przy uzyciu tej aplikacji. danych dotyczacych
tego uzytkownika. pochodzacych z rejestréw publicznych, rejestrdw niepublicznych lub systemow teleinformatycz-
nych podmiotéw publicznych lub podmiotéw nicpublicznych:

sposdb potwierdzania oraz weryfikowania sutentyeznosel, w
nych:

amosci, integralnodei lub pochodzenia dokumentéw mobil-

warunki opracowywania, udostepniania i wiadczenia ushug w aplikacji mObywatel:

zadania ministra wlasciwego do spraw informatyzacji w zakresic funkcjonowania i korzystania z aplikacji mObywatcl
oraz systemu mObywatel.

Ninieyszy ustaws Zmienia si¢ ustawy: ustawg 2 dnia 20 maja 1971 r. — Kodeks wykroczen, ustawe 2z dmia 26 styczmia 1982 ¢ — Karta
Nauczyciels, ustawe 2 dnia 7 wr 1991 r. o systemae odwiaty, ustawg 2 daia 13 pazdzaiernika 195

5 1. o zasadach ewidencii 1 iden-
tyfikacyi podstnikow i platmkow, ustawg 2 dnia 9 maga 1996 r. 0 wykonywaniu mandatu posia 1 senatorn, ustawe 2 dnia 8 sierpnsa
1996 1. 0 Radizse Mimistrow, ustawe 2 dnas S grudnm 1996 1. o zawodach kekarza @ ldwrza dentysty, ustawe z dnia 6 czerwea 1997 r.

Kodeks ustawe 2 dnia 20 czerwea 1997 r. — Prawo o ruchu drogowym, ustawe 2 dnia 27 sierpnia 1997 1. o rehabilitacyi zawo
dowe 1 spoleczneg oraz zatrudnianiu 0s6b mepelnosprawny ustawe 2 dnis 29 sierpnaa 197 1. — Ondynacia podatkows, ustawe
z dmia 27 sserpmea 2004 r. o Swaadczeniach opieki zdrowolne; finsnsowanych ze Srodkow publicznych, ustawe 2 dnia 17 lutego 2005 ¢
3t dzalalnosc realizujacych zadania publicane, ustawe 2 dmin 2 gricdnia 2009 £ o izbach lekarskich, stawg
2 dnia 6 sierpnia 2010 .o dunuxl.u‘nnbb»h\h.u~l.\\\u 2 dnia 16 grudnia 2010 r. o publicznym trnspore

amy.

o y2a

Zhiorowym, ustawe z daia
S styczmaa 2011 r. o kierujacych pojazdami, ustawe 2 dnia |5 kwietnia 2011 r. o systemie informacyi odwiatowey, ustawe 2 dnm

8 kwietna 2011 r. o systemie mnformacji w ochronte zdrowia, ustawe 2 dnia 15 hipca 2011 r. o zawodach piclegnuark: 1 poloinej,
D14 r. o Karcie Duzej Rodany, ustawe 2 dnia 20 marca 2015 1. o zminnic ustawy — Kodeks kamy oraz nie-

ustawg 2 dnia § grodns
Kideych innych ustaw, ustawg z dnia 25 wrzesnia 2015 r. o zawodzic fizjoterapeuty, ustawg 2 dnia S wrzeinia 2016 £, o ushugach zs-

ufania oraz identyfikucyi elekironiczng), ustawe 2 dnia 16 listopads 2016 r. o Krijowej Administruci Skarbowej, ustawe 2 dnis 9 maja

2018 1. 0 zmionte ustawy - Prawo o ruchu drogowym oraz mickiérych innych ustaw, ustawg z dnia 20 bpca 2018 r. — Prawo o szkol-

nictwie wyZszym i nice, ustawg z dria 10 g wstawe 2 dnia 2 grudnia 2021 «. o Zmian

rudmia 2020 r. o zawodzse Grmaceuty

ustawy
Prawo o nichy drogowym oraz nscktorych innych ustaw, ustaws 2 dnin 12 marca 2022 r. o pomocy obywatelom Ukrasny w zwigzku
2 konfliktem zbrojnym na terylonum tego panstwa. ustswy 2 doia S sserpnia 2022 r. o dodatku weglowym, ustawe z dnin 15 wrzeinia
2022 7. o szcregdlnych rozwigzaniach w zakresie nickidrych zrodet ciepla w zwiazku 7 sytuacja na rynku paliw, ustawe 2 dnia
o medycynie laboratoryjne), ustawe 2 dnia 7 paddzsemika 2022 1. o szczegolnych rozwigzansach shdseych ochronse
odbiorcow energn elekiryczne) w 2023 roku w zwigzku z sytuaciy na rynku energn clekiryczneg, ustawe z dmia 27 paddnemika
2022 1. o zakupic preferencyyuym paliwa stalego dia gospodarstw domowych, ustawe 2 dnia 16 histopada 2022 1. o systemse telemnfor-
matyczmym do obshugi mcktorych umow, ustawe z dnia 1 gnsdaia 2022 r. o zawodzie ratownika medycmego oraz samorzgdzie ra
townikow medycznych orue ustawg 2 diia | 5 grudnin 2022 r. o szezegolne ochronie mickiorych odbiorcdw paliw gazowych w 2023 «
w zwinzky 7 sytusciy ns rynku gazu

1S wrzesnm 2022

2023-06-30




Research scope

' Google Play Q X

Apps & games ¥ Device ¥

About these results ®

mObywatel

Ministry of Digitization R Onywatel 20 . »

mObywatel 20 mObywatel 20

Download the app and make it easier! Add your documents Confirm

Try Out and use services your identity

4.8% 5 million+ H mObywatel 2.0
65.8 thousand opinions ® Downloaded PEGI3 ©®

Download the app

and do it easier!
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2 main processes

-

Onboarding Verification
Process process




2 main processes

Verification process



Digital ID verification

2\

Three verification methods | How to verify

documents in
mObywateI 2.0?

There are three methods: ual, functional, and cryptographic

1. Visual verification
2. Functional verification
3. Cryptographical verification

Q mObywatel 20




Visual verification

Photo - it should confirm your current
appearance.

The white and red flag - it is a dynamic
element and should move,

Emblem-shaped hologram - it should
change its colour when you move the
smartphone.

Document status - confirmation that it
is valid.

< Wréé mDowdéd

Czas: 14:33:21 7.06.2023

MARTA

imig (imiona)

KOWALSKA

Nazwisko

POLSKIE

Obywatelstwo

14.07.1991

3 Data urodzenia

91071427765
Numer PESEL

Time - the current date and time should
be displayed.

Background -~ it should be light brown
and contain specific geometric shapes
and the logo of the Sejm of the Republic
of Poland.



Functional verification

* Logging out and logging in back

* Performing an unrelated action within the app



Cryptographic verification

*ar ol T - oM -l v -
 vad OR Ko QR
Kod QR Pokat kod QR osobio, ktéroj
dokument sprawdzasz
"4 -
Zevhaney hod Q8 < od QR Teshany kod QR

s Pokal boc ON
»

Kod QR

Cortyhint midiomad it wainy o

7992023

TNATIAYG



Almost nobody uses the cryptographical verification

1. Visual verification
2. Functional verification
3. Cryptographical verification




To visualize the problem...

Let’s |mag|ne 4 different organizations:

€2 Telecom company
& Bank

What are the risks associated with lack of proper ID verification?




Clinic 74 Airline

@ Stealing medical records & Fugitive fleeing the country

€3 Telecom &) Bank

@ SIM-swapping attack & Money theft




B Clinic 74 Airline

Which of these use the strongest verification method?

€3 Telecom &) Bank



SN













Which of these use the strongest verification method?




mHacker

Tool for injecting your own data
into the mCitizen app

« Name

e Surname

e Social Security Number
* Birthdate

* Photo



This could be you!

v  in Wojciech Dworakowski - Secuf. X +

_ SZYMON
c 25  pllinkedin.com/in/wojciechdworakowski : Imsg (imiona
CHADAM
Linkedm PESEL number generator A Sisname
POLSKIE
c 2% generatorliczb.pl/generator-pese Citizananip
18.09.1995
a = Date of birth
t [ 90898916787
» PESEL
. - -
: PESEL number generator b Poiska
. |
Select gender Generated PESEL
() woman @ Man () Missing number
Enter date of birth or age:
Krakow Metropolitan Area ! Confirm your data >
2K follc connections e
‘ e 71021318478
m See your mutual connections ’.‘fGI'ITIat_dEl.ITIITI.'_\"'_\"'_\"'_\" (e.g 14.-'0?.-‘1988:: or xx date of birth: 13/02/1971
3 (e.g. 30) or leave the field blank gender: male
i | —
2= Document details >

e ———— —



RedTeam Op + mHacker + Linkedin =

Linked [T} 1 @ @ %

SUCCESS RATE




Almost the same thing as Fake ID...
hddd =

Similarities:
» Both are illegal &

Differences:

» Arbitraty data change
 Faked in a matter of seconds
* [nfinitely scalable

 fFree to use




mHacker vs mCitizen

Three verification methods

1. Visual verification
2. Functional verification
3. Cryptographical verification ¥




Technical part £



2 main processes

-

Onboarding Verification
process process




2 main processes

-

Onboarding process



Onboarding




Onboarding

GOV SERVER



Onboarding

O Pass data

GOV SERVER



Onboarding

O Pass data

Q - Generate user certificate and _
USER

GOV SERVER



Onboarding
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What's mCitizen under the hood?

—

Govt signed ,container” Personal certificate



MULKWULNULKULNULNUL

=rsynENIGMA S0I Sp.

sl ycpNEV R EQTE  ETHSTHSOHSTHSTHEELST Z WS KU ack

z 0. 0.1806ackersleorzrxee /CenCert Centrum CertyfikathA3w Powszechnych 20170:::722108051401077:1:2608852359597¢

oM e-sousonengnulNl vt ackeTxUeoTackocisTxP L1 us B os ackeTxlleaT

sxPL1+48 ) ackzmelUeor

-r "Kancelaria Pre:
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cwhls cx04suen+300c: /Y
Eere®e' 300250 20[ o
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"header”: {
"pesel”: "90102631622", "internalDocumentId": "e97...ef1", "version": "1",
"documentType"”: "MOBILE_ID CARD", "documentSubtype": null, "documentvVersion": 1,
"certificatesubjectDn": "GIVENNAME=ADAM,SURNAME=NOWAK,C=PL,SERIALNUMBER=PNOPL-90102631622,CN=ADAM MNOWAK",
"certificateserialNumber”: "286...6b5", "certificateIssuerbDn™: "CN=MTMid 3,0=Kancelaria Prezesa Rady MinistrA3w,C=PL",
“"creationTimestamp™: "2023-08-24T06:07:38.261890Z", "documentIssuer”: "Kancelaria Prezesa Rady MinistrA3w”

}s
"dh": {
"tp": 8, "stp": 1, "ver": 1,
"dn": "GIVENNAME=ADAM, SURNAME=NOWAK,C=PL,SERTIALNUMBER=PNOPL-98182631622,CN=ADAM NOWAK",
"sn": "286...6b5", "isr": "CN=MTMid 3,0=Kancelaria Prezesa Rady MinistrA3w,C=PL",
"ts": "20230824080738261", "rId": "d22952e6b5bad5bc8c3881fb326eb298",
"iid": "e97...ef1", "pe": "90102631622", "in": null,
"id": "Kancelaria Prezesa Rady MinistrA3w"
Ts
"data": |
"mobileIdCard": {
"number": “DACK78741",
"validFrom™: "2023-07-15 T12:10©:52.3691887",
"validTo": "2028-07-15T12:10:52.3691887"
b
"personalData”: {
"name": "ADAM",
"secondName™: null,
"surname": "NOWAK",
"fatherName™: "JAN",
"motherName”: "WERONIKA",
"pesel”: "90102631622",
"birthDate": "1998-02-25",
"citizenship™: "POLSKIE",
"picture": "/9j/4AAQSkZIRgABAQAAAQABAAD/2AQEBAQ] . ..]CEAOAKACEKAP/9k="
¥
¥s

“"picture”: null
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Observations

» Personal container is signed by GOV.

* Process requires access to trusted 3rd

Darty.

e 3rd party communicating directly with
GOV's servers.




2 main processes

Verification process



QR code Scan the QR code

Show the QR code to the person The documeﬂ.t you are
whose document you want to verify confirming

If the person scans or enters the code, their
details will show up on your phone B mbDowod

you are providing the data 1o

Select activity

Uzytkownik aplikacji mObywatel

~ ~ Zeskanu) kod QR

v > The data you are sharing
Log in or confirm your details
* Photo

+ Surmname
Flrst name (Names)

* PESEL
how t R co
88 ® heQR:node > * Date of birth

Valldate someone else's document + Citizenship

+ Father's glven name
* Mother's given name
mDowdd series and document number

7 6 3 1 9 8 « mDowdd document date of explry
* mDowdd document Issuing date
e will expire In 2 min 48 sec

Person Verifying Person being verified




Kod QR

Pokaz kod QR osobie, ktérej Dokumenty
dokument sprawdzasz
8

&

[=]

256 904

Verifier's phone Your phone



What information does the QR code store?

Document type 25

QR code type D

ID C086[...]2a2d
Creation date 16.09.2023 13:37:00
Expiry date 16.09.2023 13:40:00
Creator name SZYMON CHADAM




What information does the QR code store?

Document type 25

QR code type D

ID C086[...]2a2d
Creation date 16.09.2023 13:37:00
Expiry date 16.09.2023 13:40:00
Creator name SZYMON CHADAM




Can you change that data?

Police
Headquarters in
Krakow




Scan the QR code

The document you are
confirming

B mDowad

The person you are providing the data to

Police Headquarters in Krakow

The data you are sharing

* Photo

* Surname

* First name (Names)

* PESEL

+ Date of birth

+ Citizenship

+ Father's given name

* Mother's given name

+ mDowod series and document number
* mDowdéd document date of expiry
* mDowoéd document issuing date



Orlen Investments S.A

The data you are sharing:
e Name and Surname
e Bank account number

After successful verification, your bank account
will be credited with PLN 100,000

\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n




Dokumenty

mDowod ? mPra\

Ustugi Wazystiie




We want more |@]

« Good phishing vector, but that's
not enough

« Still blocked by cryptography

« Next goal:

* Verifying identity using

someone’s data
« Defeating cryptographic
verification




User verification process

O
A

VERIFIER

GOV SERVER

VERIFIED



User verification process

VERIFIER . . E ED
Start a verification VERIFI

GOV SERVER
session with ID: 4FD9

I'E.;'I
3



User verification process

/[ \ B
L
O E | want to verlfy myself for O
E < session I1D: 4FD9

Start a verification GOV SERVER
session with ID: 4FD9

I'E.;'I
3

(((l o0

VERIFIER VERIFIED



User verification process

/\ T
5

| want to verify myself for ?

session |D: 4FD9 o

o =) - -

—

" =)~ =

VERIFIER Start a verification GOV SERVER N VERIFIED
session with ID: 4FD9 ) Key for additional
'E%" encryption
===




User verification process

COD~ -

VERIFIER Start a verification
session with ID: 4FD9

I'E.;'I
3

R:A
Container
Session ID

Metadata
[\ - 1
&5,

| want to verify myself for

session |ID: 4FD9 e

o0 =) - s

E —
\/

VERIFIED

GOV SERVER

Key for additional
encryption



User verification process

B R+A
2 Container

Is the data correct? Session ID

Metadata
"Ers
L
| want to verlfy myself for ?0

O E session ID: 4FD9
ﬁ
VERIFIED

VERIFIER

Start a verification GOV SERVER
session with ID: 4FD9 ) Key for additional
'E%" encryption
===



User verification process

RA Rz
2 Container

Is the data correct? Session ID

Metadata

"Ers
. . L
O User details verified by E | want to verlfy myself for O ?
— 0 =) —— :
H
N =)~ =
VERIFIED

Start a verification GOV SERVER
session with ID: 4FD9 ) Key for additional
'E%" encryption
===

VERIFIER



Sprawdzanie dokumentu

What's the result of verification?

Dokument mDowod zostal
potwierdzony

Data | godzina weryfikac): 24 08.2023 1246

» Verifier gets a confirmation on his device. NSO o

 \What data is received ,under the hood”?
« \What information does the verifier receive?

NOWAK
ADAM

00000000000

Verifier



IABCNV3WGR3IMGZCOXhRQJAXxdGk2c1IDUMSSNKFMK2dHVDFOQUVOUFBhZAFHNGEYT1FBMGSSK2FBSVHhZZ11BSFdnQa85enRGQUNDYVIWeGswQVY 1eUpQOVIBUIdVQV1sOWFPamVaYmtnaz 1xQUePWD16QTVE YmdmV2dDekRxek1Sd11uRkFGaUhWU2tvYmVIZT1BRXFheX12d@p4bWdDT T2
UFVKMB8xVHhROMRzc1ZwuMzNSSEpvQTZDeUFqSHpgVUgxSWSBMUVDZ zRKbOFOSmpBOURRQSSPeG1DMmFERA93SKkRECDNVOW1 BeURSMUSBRGprZ@FVQUSrY113ZXRBRUIGZ2Z4ZHFBTTY 3dVFxRmQzV2dEemdBbmEAMmWrRNRSbVY4SHKSbOS1dWFBUGL tOUUAMXKk4MHPCV1pza2s4L 2xR(
ipuZ21nQ3pmUEXMRXVXSitnd@tBR3JhankxTFVBVNB3INGtFbUCONDZVQWFOaUNYamRseXZJMEF1Z2FKY3RiUNgvdXdTZjR2YWAEUTFPMF 15eDNzWXdHSFdnRGNzeD10c1VaVkc2RWAFZXhvQTIiT1dRcEL1cWSWNIVBZFIWRMs@dUh2V312YKkRLbKhCTKFHK zBuMmOxZ3UwR1NGNE1 T ZWd
S21ubktxZHEASDZVQWZSOFdtV2xgcTBKkekNSbVVNSFIPL3ZRQIIXCcONZd3g2catBSmFERMOBS@FDZBFvQUTBSZIveeZzW] JQUVItZeRIWHhPUSNXZDdL RUPNYXRESWIBKExQaVe3e 1 Z@SVNTU3 I I0EtBUEOMMMI I T214RBIYUFdNRECXRVBGQUNYUHOo4 2 2VOQUAF 2 3pmYUN3SVZGdeNLC
13gZ251bOEANZhYRGIYTWIrZktINWIBNWEBUUSFMFLISWSBeG1DcSsxdXgobaF raGxQbWloadVkNkFPcHRYRStSZNZNNE I0eDNVQXI2YmZ TNmRITEXGSVZPNOLIZnVrVUFmVy93aCtKZHZyK 2xRYWIXRSTMbEZBREUSULFCNMNZ et BROF vQliwdekpPYUFISZRIUGB2MEFCHWUVSYUFIcF ]
OF1PTZILQUIKWUSEZZVAM29BbZNNTGSBRK FHVGVXNXdXWKkOVUVVBWKZSanhaTWF IamtVQUVVWTHKkBa jVhT JhVQVFUVXIySjIxMkRRQ112THK IWWdtUFABVUF 1bGXMZUSSc2p3ZStCUUIWK21XMDAMbWILLINRRGIMYTNIQUL jQ2dDOGE TZYSNQ ] BVQWIWQBF CMmIBUMAONVBYUUEWD1dCS
FJU2NKZVRISOFLOHIFBIIDEGENSDYWQVVieWRVWGC1TOtBTXEINN 1 ENXU2MEF 1RWZOQ] YvS1phQWxuRTIzelpQbTduRkF IekE3bmY1ak 1 TVONVQWZBCEVON] g40UL BTMRFOH1GUmprMEFEdHR JaFAZZ@9hQUhpMFATQSOMa3F JMEF JaUSrZVB1akSBSGIrSHABCNV3WGRIMGZCOXhRQ] A
NKkFMK2dyc3V4SHRS¢3ZCSHZRQIBFTVAIZEIWV2dEdUSZaksrK@dk TIR1ICONSN3VLQUIMQz160W92zcHIVL2VSczBBZ1I2d2E4Sng2dnMxQzIkb3BZda56QWRTQNhRQF1FNKkYBZUSwSOxxNmNSel1BeWV3baE 2UUFLTURGUUFBQUIRQVVBRKFCUUFVQVUSVKdiQ2N1cUdnRHcveEpLSUSLN
ZEL2orWmhxYzRCenZZaWdEenZVQUIRRHQrWS96bBF6ZGRVIWMEZYOF xUHpVQXh] ckptbGIwdEo2MEFkdjRhd2IPVE1IaF IRQIUINDIqVWFSNGt IRIFEOWFBT2V2TFISc2XWULF 3eVFLQULIIVVIRROdAZNUSKZVOQUZITDhASXpra@dnRHIOQ] JI6NMM2UGPLNUSLQUENCXFKMESSam5tZoR
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ITROULZRWTVVQWEvQUEBQ2dBbaFLQUNNQWIBCc1g2NzdXVWRpaEZBSGhIamVOb3ZEK382zbk962G5qdFFCOFBITKZhNHY1SKIrQUImNTBBY@ImSTBsNNFCAUZDOF 1wYX12T29VbWdEd1A8aGtSYVhOYULdM1RzekhGQUR4e JhVQUIEOKWPCNUloel1 FCNVR1AONIZFVGSKNIMUFGYmh IOWS1WF
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“"creationTimestamp™: "2023-08-24T06:07:38.261890Z", "documentIssuer”: "Kancelaria Prezesa Rady MinistrA3w”

}s
"dh": {
"tp": 8, "stp": 1, "ver": 1,
"dn": "GIVENNAME=ADAM, SURNAME=NOWAK,C=PL,SERTIALNUMBER=PNOPL-98182631622,CN=ADAM NOWAK",
"sn": "286...6b5", "isr": "CN=MTMid 3,0=Kancelaria Prezesa Rady MinistrA3w,C=PL",
"ts": "20230824080738261", "rId": "d22952e6b5bad5bc8c3881fb326eb298",
"iid": "e97...ef1", "pe": "90102631622", "in": null,
"id": "Kancelaria Prezesa Rady MinistrA3w"
Ts
"data": |
"mobileIdCard": {
"number": “DACK78741",
"validFrom™: "2023-07-15 T12:10©:52.3691887",
"validTo": "2028-07-15T12:10:52.3691887"
b
"personalData”: {
"name": "ADAM",
"secondName™: null,
"surname": "NOWAK",
"fatherName™: "JAN",
"motherName”: "WERONIKA",
"pesel”: "90102631622",
"birthDate": "1998-02-25",
"citizenship™: "POLSKIE",
"picture": "/9j/4AAQSkZIRgABAQAAAQABAAD/2AQEBAQ] . ..]CEAOAKACEKAP/9k="
¥
¥s

“"picture”: null
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"header": {
"pesel™: "@@789167876",
"internalDocumentId": "534f[...]f2be",
"version": "1",
"documentType"”: "MOBILE_ID CARD",
"documentsubtype™: null,
"documentversion”: 1,
"certificateSubjectDn": "“GIVENNAME=ADAM JAN,SURNAME=NOWAK,C=PL,SERIALNUMBER=PNOPL-@"
"certificateSerialNumber™: "c52a4[...]1d13",

"certificateIssuerDn": "CN=MTMid 3,0=Kancelaria Prezesa Rady Ministrow,C=PL",
"creationTimestamp™: "2023-08-23T14:10:086.9601327",
"documentIssuer": "Kancelaria Prezesa Rady Ministrow™
Ts
"dh": { ® o
S The verifier receives a
“"stp": 1,
"ver": 1,

"dn": "GIVENNAME=ADAM JAN,SURNAME=NOWAK,C=PL,SERIALNUMBER=PNOPL-8@789167876,CN=, L o
ull mCitizen
"isr": "CN=MTMid 3,0=Kancelaria Prezesa Rady Ministrow,C=PL",

IItSII: Ilzgz[lll]gllJ
"r1d": "551a[...]502",

i e Jaber, container COopy of the

"in": null,
"id": "Kancelaria Prezesa Rady Ministrow"

person being verified

"mobileIdCard”: {
"number™: "FARP62793", H H
e o a2 GOV signature included
"validTo": "2028-08-23"
Ts
"personalData"”: {
"name": "“ADAM",
"secondName": "JAN",
"surname™: "NOWAK",
"fatherName": "PIOTR",
"motherName”: "ANNA",
"pesel™: "@8789167876",
"birthDate": "2000-09-12",
"citizenship™: "POLSKIE",



s it that simple?




Complete attack scenario

1. Generate phishing QR code
2. Lure victim into veryfing his data

3. Inject his/her data into your application process
4. Successfuly verify (not) your data @)
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It works! ¥ @ W

» Server-side logic vulnerability during verification
* Works both on Android and iOS

e Excessive Information exposure

« Container of person A signed with certificate of person B
o Attack invisble to the victim

e Collect now, scam later @




How long is the captured mCitizen ID valid for?



How long is the captured mCitizen ID valid for?

J years



“I've shared my mCitizen ID with someone.
What can | do to protect myself?”



“I've shared my mCitizen ID with someone.
What can | do to protect myself?”

Nothing






Timeline E3

21st August 2023 - started testing

23rd August 2023 - vulnerability discovery

24+h August 2023 - notified CERT NASK

25th August 2023 - notified CSIRT MON

28th August 2023 - direct contact with GOV's security department



Timeline E3

21st August 2023 - started testing

23rd August 2023 - vulnerability discovery

24+h August 2023 - notified CERT NASK

25th August 2023 - notified CSIRT MON

28th August 2023 - direct contact with GOV's security department

1« September 2023 - mCitizen in banks Gy



L

mCitizen 2.0. From Friday you can go to the bank
without a plastic ID card

On Friday, September 1, the obligation for banks to respect miD In the mObywatel application was

mObywatel

STANISLAW

NOWAK -
- KOWALSKI

8613326486A

12.08.1986

rp.pl



Timeline E3

21st August 2023 - started testing

23rd August 2023 - vulnerability discovery

24+h August 2023 - notified CERT NASK

25th August 2023 - notified CSIRT MON

28th August 2023 - direct contact with GOV's security department

1« September 2023 - mCitizen in banks Gy

5th October 2023 - information from CERT about implemented fixes



GOV'’s reaction &

Almost instantaneous reaction

Direct meeting with the team

e |nitial fix much sooner than the CERT's 'ﬂ”'ﬂ"'lm
Information

 Listed a job offer for a pentester

centralny osrodek informatyki



Lessons to learn @ B

9:41 - oll ¥ -
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Dokumenty Dodaj Wszystkie
e ®
Using Digital ID?
Always use the strongest verification method mDowéd >  Pra
Spread security best practices Sakiai eSS
NEVER VERIFY VISUALY! .
EQ =1 Q
= = <

Jakosc Bilkam eRecepta



L essons to learn @

9:41 - all ¥ -
0 a 0
Dokumenty Dodaj Wszystkie Creati ng Digia I I D?

(2 Prioritize security
/A Security principles of traditional ID still apply!
v .
— . .. H Test your solution
Discourage visual verification
Ustugi Wszystkie
Train others how to properly verify data
EO- = 4o
Punkty karne Historia Naruszenie
pojazdu Srodowiskowe




Lessons to learn @

Lo
% 2 0

Dokumenty Dodaj Wszystkie

[ J [ J [ J [ J B
Integrating into Digital ID?
Use only the strongest verification method
. . mDowad > Pra
Test the integration
Assess the risk and consequences Usiugl Beietoe
R\ Use threat modeling to cover all bases = ) A
= G Q
? How will vulnerability in Digital ID affect your business?
i iy ermdomkons

Jakosc Bilkam eRecepta



Thank you! Questions?

Szymon Chadam

I'T Security Consultant at Securing
Osecuring
m szymon-chadam

-
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