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AD & Kerberos



Active Directory

⌗ [AD DS] Domain Services
* Users, groups
* Devices (workstation, server, …)
* Services (emails, apps, files, …)
* Mechanisms (auth, rights, policies, …)

⌗ [AD CS] Certificate Services
* PKI (Public Key Infrastructure), …

⌗ [AD FS] Federation Services
⌗ [AD SS] Site Services
⌗ …
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Authentication
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⌗ NTLM
* 3 way handshake (negotiate, challenge, authenticate)

* Challenge-response scheme
* Secret key based on password hash (NT or LM)

* Domain Controller (usually)
1 decides

⌗ Kerberos
* Based on tickets that expire in time
* Pre-authentication scheme based on “long term” key
* “Long term” key based on users’ password
* Supports certificates (PKINIT) for pre-auth

⌗ Digest, SSP, integrated, …

1 target server decides if it knows the account’s password hash



Escalation & lateral movement
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https://www.thehacker.recipes/ad/movement/ntlm
https://www.thehacker.recipes/ad/movement/kerberos   

⌗ NTLM
* Capture
* Relay
* Pass the hash

⌗ Kerberos
* Pre-auth bruteforce
* Pass the key/ticket/cache/certificate
* Overpass/unPAC the hash
* Golden/silver tickets
* ASREQ/ASREP/Kerberoast
* Delegations, S4U abuse
* Shadow Credentials
* sAMAccountName spoofing
* SPN-jacking

https://www.thehacker.recipes/ad/movement/ntlm
https://www.thehacker.recipes/ad/movement/kerberos


Underlying concepts



Kerberos tickets
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Kerberos delegation

⌗ [KUD] Unconstrained
* Account can delegate to any service
* Delegation set on the account
* Requires domain admin1 privileges

⌗ [KCD] Constrained
* Account can delegate to a set of services
* Delegation set on the account
* Requires domain admin1 privileges
* With or without protocol transition

⌗ [RBCD] Resource-Based Constrained
* A set of services can delegate to the account
* Delegation set on the account
* Doesn’t require ultra high privileges
* Machine can configure itself for RBCD

121 requires SeEnableDelegationPrivilege in the domain





Persistence technique (1)
goldenGMSA



goldenGMSA
⌗ [Theory] 

gMSA 101
* Group Managed Service Accounts
* a gMSA password is calculated from SID, KDS 

root key, Pwd ID
* KDS keys are static (no automatic rotation)
* obtain persistence = dump KDS root keys

Retrieve access later on, from low priv

* dump (SID, root key ID, Pwd ID) for a gMSA
* calculate the gMSA password
* profit

⌗ [Practice]
* GoldenGMSA.exe1

151 https://github.com/Semperis/GoldenGMSA 

https://github.com/Semperies/GoldenGMSA


goldenGMSA
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> dump info: KDS (privileged) + gMSA (unpriv) obtain KDS 
root key

obtain gMSA info to 
calculate its pwd



goldenGMSA
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> compute password

then convert b64 → MD4 
(i.e. NT)

hashlib.new(“md4”, base64.b64decode(res)



goldenGMSA

18

> retrieve gMSA password



Persistence technique (2)
Skeleton key



Skeleton key

⌗ [Theory]
* master password for any account
* doesn’t overwrite accounts passwords
* skeleton key & regular password work
* LSASS injection, tethered (not reboot resistant)
* targets one or multiple Domain Controllers
* requires Domain Admin1 privileges
* (“upgradable” with DC Shadow)

⌗ [Practice]
* mimikatz “privilege::debug” “misc::skeleton”

* default master password: mimikatz

201 and SeDebugPrivilege on the target domain controller (usually granted to DAs)



Skeleton key
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legit password skeleton key



Persistence technique (3)
KRBTGT Delegation



KRBTGT delegation

⌗ [Theory] 
* obtain persistence = configure RBCD on KRBTGT
* evil account obtains ST to KRBTGT, as DA
* ST to KRBTGT == TGT, evil account obtains DA TGT

⌗ [Practice] 
* (Python 🐍) Impacket’s rbcd.py, getST.py (nota bene: 

with Win2022, Impacket may encounter issues with 
PAC not having the right structures, leading to TGT 
REVOKED issues)

* (PowerShell 💩) Set-ADUser, Rubeus
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KRBTGT delegation
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> add SPN to controlled account, add RBCD



KRBTGT delegation
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> obtain TGT through TGS_REQ S4U (abusing RBCD)



KRBTGT delegation
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> analyzing ticket, it’s a bird, it’s a plane, no it’s a TGT!



KRBTGT delegation
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> profit!



Persistence technique (4)
SID History



SID History

⌗ [Theory]
* SID = unique identifier for a principal
* SID history = property, allows principal to keep 

an old SID (useful for migrations)
* obtain persistence = add DA SID to an account’s 

SID history
* DRSAddSidHistory for remote exploit 🦐 󰤇

⌗ [Practice]
* (Pre Win2016 󰘨) Mimikatz 🥝
* (Post Win2016) PowerShell DSInternals
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SID History
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> (pre-2016) mimikatz goes brrr, SID history of DA injected



SID History
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> (pre-2016) profit



SID History
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> (post-2016) install DSInternals, get privileged account SID



SID History
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> (post-2016) inject SID



Persistence technique (5)
AdminSDHolder



AdminSDHolder
⌗ [Theory] 

AdminSdHolder & SDProp
* pre-set perms reset every 60 mins
* SDProp propagates AdminSdHolder’s SD (contains DACL)
* protected users: Administrator, krbtgt
* protected groups (not members): RODC, DC
* protected members: Account Ops, Administrators, Backup Ops, 

Domain Admins, Replicator, Schema Admins, Server Operators

Obtain persistence

* modify AdminSdHolder’s DACL : add evil right
* evil right propagated every 60mins

⌗ [Practice] 
* (Python 🐍) Impacket’s dacledit.py
* (PowerShell 💩) PowerView

35



AdminSDHolder
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> edit & check AdminSdHolder’s DACL

added



AdminSDHolder
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> later on, exploit the persistence
> add to DA & DCsync



DC Shadow



⌗ [Theory] 
* based on the idea of supporting the DCSync call
* (requires Win. Defender Firewall disabled if 

Windows workstation used to act as DC)
1 register a fake DC (LDAP object add + SPNs1)
2 prepare the changes to make (e.g. evil SID history)
3 force/wait for the legit DC to replicate
4 unregister the fake DC (remove objects and SPNs)

⌗ [Practice] 
* Mimikatz 🥝

DC Shadow

391 SPNs to add:  GC/WORKSATION.DOMAIN.LOCAL/DOMAIN.LOCAL



DC Shadow
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> first, a little bit of setup

#0c0c0c#0c0c0c

#0
c0
c0
cTrigger shell

RPC Server



DC Shadow
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> configuring changes : Waluigi to add to DA

RPC Server

DA GroupID 512



DC Shadow
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> registration, trigger replication, unregistration

Trigger shell

RPC Server



DC Shadow
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> replication OK, profit



DC Shadow gathers them all



DC Shadow →                         SIDHistory
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> configuring changes + pushing

RPC Server
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> profit
DC Shadow →                         SIDHistory
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> creating
DC Shadow →                         RBCD
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> Install
DC Shadow →                         RBCD



AD CS persistence



Stolen CA

⌗ [Theory]
* Enterprise CA trusted by *
* persistence = steal CA cert private key 
* use it to forge a trusted cert for a (powerful) user
* will work for machines as well
* use the cert to authenticate

⌗ [Practice]
* enum CA cert : Seatbelt1

* steal key : certsrv.msc / mimikatz / SharpDPAPI
* forge : ForgeCert2

50
1 https://github.com/GhostPack/Seatbelt 
2 https://github.com/GhostPack/ForgeCert 

> a.k.a. DPERSIST1

https://github.com/GhostPack/Seatbelt
https://github.com/GhostPack/ForgeCert


Rogue CA

⌗ [Theory]
* persist = add self-signed CA 

cert in auth CA certs1

511 defined in the NTAuthCertificates container

> a.k.a. DPERSIST2



Evil ACEs

⌗ [Theory] 
* AD CS = CA + Cert. Templates + server(s) …
* obtain persistence = grant evil ACEs against AD CS
* later on, abuse rights to takeover the domain
* takeover = ESC4, ESC5, ESC7
* example : perms over User Cert. Template → ESC4
* compatible with DC Shadow vector

⌗ [Practice]
* (Python 🐍) Impacket’s dacledit.py
* (PowerShell 💩) PowerView
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> a.k.a. DPERSIST3



Golden certificates

⌗ Sometimes it’s DPERSIST1
* Golden ticket : relies on krbtgt
* Golden certif. : relies on CA cert private key
* Certif forgery after “stolen CA”

⌗ Sometimes it’s DPERSIST3
* control over auth certificate template
* modify the template → SmartCard template
* impersonate & profit
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And many others…



Wrapping things up



Conclusion
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> ask ChatGPT



Conclusion
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> DON’T ask ChatGPT
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and many forgotten ones…

thehacker.recipes
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Glossary
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LT key Long Term key (RC4, DES or AES128/256) TGT Ticket Granting Ticket

NT hash Password hash (NT hash = RC4 LT key) ST Service Ticket

PAC Privilege Attribute Certificate KUD Kerberos Unconstrained Delegation

AS Authentication Service, offered by KDC KCD Kerberos Constrained Delegation

TGS Ticket Granting Service, offered by KDC PT Protocol Transition

KDC Key Distribution Center, usually the DC RBCD Resource-Based Constrained Delegation

DC Domain Controller S4U2* Service-For-User to [User/Self]

SPN Service Principal Name DACL Discretionary Access Control List (list of ACEs)

PA* Pre Authentication * ACE Access Control Entry

SD Security Descriptor U2U User-to-User authentication

SID Security IDentifier CA Certificate Authority



Q & A

@_nwodtuhs @volker_carstein


