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TLDR;
• Cybersecurity changes, but 

    stays the same

• Put an ML person into your 
    Red team

• Put a Blue team person into 
   your ML team
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About me• ML  Researcher

• In-ish cybersec 
since 2017

• Countermeasures 
to offensive 
GenML since 2020

• Cyber-Defence 
Camus Fellow

• Co-founded  
GenLearning 
Center @HES-SO
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“Cybersecurity”
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How 
people 
think 
things 
work

How 
things 

actually 
work

Reality

Gap
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It’s a Different 
Mindset

Pre-CTF

https://huggingface.co/spa

ces/effixis/shared-amld-

sql-injection-demo 

“Is this supposed
to be that easy?”

Red-Teamer  
@ Orange Cyberdefense 
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How 
people 
think 
things 
work

How 
things 

actually 
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“GenAI”
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“GenML”

“Jungfrau”“Mattehorn”
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GenML **is** 
Useful
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GenML is Useful
But Limited

• Training data is
     everything

• You can’t out-prompt
   training data

• **Large** LMs
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Phishing

Pete Whittaker, by Tom Randall
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Personalization
Is Now Trivial
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Lateral 
Movement Is 
Much Faster
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Impersonation And
Sockpuppets Are Trivial
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Cloning and Generating
Websites is Now Trivial 



HES-SO Valais-Wallis 
Page 17

Orange Restricted

All phishing is now 
spear phishing

All phishing is now 
much faster

(Including lateral 
movement)

All phishing is now 
harder to detect
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Human error is inevitable
• Automate detection
• Automate response
• Limit damage
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Code

Mari Augusta Salvesen, by Mike Hutton
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App stack

Mitigation
will be hard

secure

flexible
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Hallucinated 
Dependencies 

Python
Node.J

S
Ruby

Total questions 21340 13065 4544

Questions with 

at least one 

hallucination 

package by GPT-

4

5347

(25%)

2524

(19.3%)

1072

(23.5%)

Lanyado, The Register, 28.03.2024

Leftpad,

XZ,

….

“Huggingface-cli” downloaded >32 000 times
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PHP Shells on the Seashore

https://youtu.be/S6_AkuPgLjw
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Automated Vulnerability Insertion
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Code Generation
Is Not Getting Repaired

Vuln reported in 2021, Models released in late 2023
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Code Generation
Can Be Targeted

Generated 

Code

Provided 

Context

Provided 

Code

Generated 

Context
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Classic backdoor

LLM backdoor

I poison Copilot

training dataset
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Prompt 
Injection

Rob Pizem , by Andrew Burr
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Retrieval Augmented 
Generation

(RAG)

AKA

• User input

• Controlling DB request 

generation
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Micro-CTF

https://huggingface.co/spa

ces/effixis/shared-amld-

sql-injection-demo 

“Is this supposed

to be that easy?”

Red-Teamer

@ Orange Cyberdefense



HES-SO Valais-Wallis 
Page 30

Orange Restricted



HES-SO Valais-Wallis 
Page 31

Orange Restricted

My Threat Model is Not Your Threat Model

Prompt injection is 
Natural Language 

=

No prior knowledge 
needed
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Data 
Leaks

Alex Honnold, by Andrew Burr 



HES-SO Valais-Wallis 
Page 33

Orange Restricted



HES-SO Valais-Wallis 
Page 34

Orange Restricted



HES-SO Valais-Wallis 
Page 35

Orange Restricted

If It Was Exposed, 
It Was Ingested
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If It Wasn’t Exposed 
Before, It Might be Now
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Mitigation
Landscape
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Threat Modeling 
Still Works

S – Spoofing

Make RAG LLM read from your “Wikipedia”

T – Tampering 

Make RAG LLM contradict real information

R – Repudiation

Make RAG LLM cite a wrong source

I – Information disclosure

Make RAG LLM divulgate the rest of the conversation

D – Denial of Service

Make RAG LLM hang / DoS a resource

E – Elevation of Privilege

Get a shell on a RAG LLM run environment
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“LLM Red Teaming”
is not “Red Teaming”
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Fuzzing Is No Silver Bullet

Linux 

kernel

(70M)
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You can’t patch
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Secure Design 
Still Works

• What is your threat 
model?

• YAGNI

• Multi-layer defense

• Minimal privileges
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https://huggingface.co/spa

ces/effixis/shared-amld-

sql-injection-demo 

Combine Deterministic and 
Probabilistic Approaches



HES-SO Valais-Wallis 
Page 46

Orange Restricted

Reporting & 
Prioritizing

Percentage of generated code 

vulnerable wrt ATTK scenarios (2021)

Prioritization: Tentative LLM-CVSS scores
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Privacy

• Treat your models as raw 
training data

• No current method to 
mitigate strong attacks

• Pseudonimization has limits

• Differential privacy is in infancy

• And some researchers think 

DP is not applicable
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Data 
Poisonning

No consensus 
mitigation

If possible, 
tradeoffs:

• Generalization

• Minority erasure

• Privacy
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Overreliance



HES-SO Valais-Wallis 
Page 50

Orange Restricted

Overreliance:
Let a System Do 

More Than it Should
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Productivity Push
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“Magic” tools

i.gno.re

..th.is...

pa.cket
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GenML shakes things up

But doesn’t change everything

Your Red Teams can use it 

Get somebody to guide them

Your ML teams will need to learn 
      basic safety

Get somebody to guide them
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GenML might be a 
solution to some 
of our problems

GenAI is definitely 
not the solution to 
all our problems  
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Ana-Maria Indreias
CYD intern

16:00 @ Cloud: “Current affairs 101”
Iana Peix

Gen Learning Center: 
https://tinyurl.com/hevs-gen-learning

LinkedIn: []/in/andrei-kucharavy

Mastodon: @andrei_chiffa@mastodon.social


