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Who am I?

Senior Security 
Researcher at 

Kaspersky ICS CERT
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Android-based robot 
designed for kids aged 5 
to 9, comes with a built-in 
video camera and 
microphone

Smart Robot



Smart Robot



Attack
vectors

Toy
Android-based robot-
toy 

Mobile phone application

Application for parent 
to connect toy to 
account and make a call 
to child
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Let's start our 
exciting adventure 
into a world where 
every byte of 
information is 
protected

Toy
6
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HTTP =(

Stage 1. First power up. Before Update
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Robot’s teardown

Stage 2. Teardown 
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MediaTek MT8167A

Stage 2. Teardown. CPU 



Stage 2. Previous Research 
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Android USB

Stage 2. Teardown. Bottom board 
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# losetup -P -f --show 
dump_emmc.bin

Stage 3. Reading Firmware from EMMC



INIT.USB.CONFIGS.RC

Stage 4. Analyzing Firmware



14Stage 4. Analyzing Firmware. Default.prop config
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Android USB 
state on boot 
after restart

Stage 4. Analyzing Firmware



Stage 5. Trying to get Root



Reverse of launcher 
and main app

Stage 5. Trying to get Root



Find function that works 
with getappConfiguration
request.
Parsing
Field “Enable ADB=N”

Stage 5. Trying to get Root



***o.properties
***o1.properties

Let’s try to change
“ADB_ENABLE=N” 
To 
“ADB_ENABLE=Y”

Stage 5. Trying to get Root



Stage 5. ROOT IT!



HTTP/(s) traffic analysys

Stage 6. System analysis.



Backend issue #1
Login_user

Password is weak.

6 symbols

Login – serial number

Stage 6. System analysis.



Backend issue #2
Login_user

CWE-1391: Use of Weak 
Credentials
Simple function to generate 
password

Login – serial number

Stage 6. System analysis.



Backend issue #3

Login_user

Getting token without 
password

NO PASSWORD CHECK ON 
BACKEND?!?!?!?!

Stage 6. System analysis.



Backend issue #3

Stage 6. System analysis.



Backend issue #3

Login_user

Getting token without 
password

NO PASSWORD CHECK ON 
BACKEND?!?!?!?!

Stage 6. System analysis.



Backend issue #4

getAppConfiguration

Cached Properties
Lots of confident 
information here as a 
Child name, age, 
location, secrets

Stage 6. System analysis.



Backend issue #5

CheckAuthentication

Stage 6. System analysis.



Backend issue #6

BackEnd API DJANGO

DEBUG=True

Stage 6. Backend analysys



Videostream
Agora API

Stage 7. Mobile application. Lets try to make a call!



Videostream
Agora API

Without
Authentication

Get Agora
Token

Stage 7. Lets try to make a call!



We need to put 3 fields to 
Agora API:

Agora Token – previous 
slide
Agora APP ID – same for all 
robots from this vendor. 
From ***o.properties
CHANNEL_NAME – robot’s 
serial number

Stage 7. Lets try to make a call!



We need to sent a call to 
device.

Username – robot serial 
number

Parentid – from check 
authentication

Stage 7. Lets try to make a call!



That’s works!

Stage 7. Lets try to make a call!



Because of the absence of 
simple security rules. Attacker 
could make a call to any robot 
as a parent. Attacker might 
know lot of information about 
family.
THAT’S REALLY SCARE!

EVERY BYTE WAS SECURED©

Stage 7. Lets try to make a call!



We know parent’s email and 
phone number.
For authorization in mobile 
application we need 
email/phone number and 
OTP. 
OTP is weak: 6 symbols, 5 
minutes for bruteforce. No 
limits for incorrect try

Stage 8. Mobile Application. Parent hijacking



Next step.
Detach robot from parental 
account

Stage 8. Mobile Application. Parent hijacking



Stage 8. Mobile Application. Parent hijacking



Next step.
Generate new 
authentication 
key to connect 
robot to mobile 
account of 
attacker

Stage 8. Mobile Application. Parent hijacking



Stage 9. Updating process 



Stage 9. Updating process 



42Stage 10. Vendor Communications

March 27, 2023 Security issues reported to vendor

April 13, 2023 Vendor accepts report for verification

July 24, 2023 Vendor acknowledges security issues

Security issues fixed by vendorAugust 18, 2023

Publication of the research on 
https://securelist.com/February 24, 2024



Conclusions

Conclusions
1

2

3

Use SDL in product development

Developers should pay special attention to 
protecting the privacy of children and 
ensure the safety of using smart toy robots

It is important to teach children the rules 
of safe use of smart robot toys and to 
take precautions when dealing with such 
devices



Thank you! 

Frolov Nikolay Senior Security Researcher @kasperskylab


