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~ What i1 the challengea??




~ How A.V. Detects HMHalwuwarea??

Known Hash WVYalues

- Crypto Hashes HMDS5, SHA. . .
- Vhash

- SSDEEP

- Imphash

- Authentihash
Code-Data Patterns

- Yara

- Snort

- Suricata

- Feel:

Heuristic Patterns

- File format integarity
- Abnormal entrophy

- Imported libraries"functions
Behavioral Patterns

- File read-write ops.

- EE?lEfEF¥ read-write ops.

- HetTwork raffic

- HMemory contents

- Function-system calls
AT Engines

- ML classifiers i

- Similarity Detection




~ Rule Based Detection




~ Code Encoding

d ds
ds “BP dss
d ?
ds ds 2 dss ds 78 SGN is a phic binary encoder for offen:
8 ds ds dspP dss ary pay LIt a additive feedback
8 dss d implementation of the orit
=[ metasploit v6.4.2-dev ]
+ —— —-=[ 2408 exploits - 1240 auxiliary - 422 post ]
+ —— --=[ 1465 payloads -|47 encoders |- 11 nops ]
+ —— ——=[ 9 evasion ]
notepad.
Metasploit Documentation: https://docs.metasplejt.com/ = T : —
nsf6 > I 4% Dump 1 @ Dump 2 @2/ Dump 3 @/ Dump 4 @4 Dump 5
Addre: Hex




~ Code Entropuy

. cmpsd
G jecxz short near ptr loc_4030CA+l
G abx, [eax]
L ine esi
L dec esi
loc_4030CA:
L fimul
L scasd
& and
® daa
L mov
' and [edi. 1, esi
- fdivr qword ptr [eax]
] pop abx
& imul abp, [eax: 2], O
Lo jns short loc_403109
.
Ve
e Offset: 0 Size: | 22438773 > Reload
e
: . Entropy(bits/byte): 7.38952 -:] packed Save diagram
[
: Curve  Histogram = Bytes
L]
e 8
.
10 75
e
e ,
. 5
i 5
! 6.5
! loc_403109: CODE XREF: .data:004030E415j 6
+: , 0céh
. 5
-
i 5
-
-
4.5
L T T T T T 1 Offset:
0 Se+06 le+07 1.5e+07 2e+07 2.5e+07
®  .data:0040311E =
®  .data:0040311F
®  .data:00403120
s data:o0d0312t L}
®  .data:00403122




Constant/value

PAGE_EXECUTE

0

PAGE_EXECUTE_READ cute or read
0 [ d r result ar ation

Windows Server 2003 and Windows XP: This attribute is 1 y the i ing PAGE Ex

imgflip.com

Eﬂlﬁ READWRITE

PAGE_EXECUTE_READWRITE

PAGE_EXECUTE_WRITECOPY
0

PAGE_NOACCESS

committ I on results

orted



~ RWE Is HotT OkT

RWE MEMORY

S

e ITNndicates dunamic code
Useless when ACG enabled
e Mary uncommon




~ RWE Is HotT OkT

RWE MEMORY

e ITNndicates dunamic code
- Useless when ACG snabled
e Mary uncommon

Arbitrary code guard

Description

Arbitr.

memory

S

xecute flag from being set, the data exect

can then protect against the instruction pointer bef et to

Permissions Terminate



~ RWE Is HotT OkT

RWE MEMORY

e ITNndicates dunamic code
Useless when ACG enabled
YVeary uncommon
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y MALWARE
a, 0
viry




~ Memoruyu Scanners

[0 README &8 BSD-2-Clause license 2

@ buitd [BEESAG) €3 code quaiity [Al| | commit activity 54/month | last commit [FEBUERY

release v0.3.9 | release date february | downloads [10K) downloads@!atest [HISK)

License BsD 2-Clause [l Windows | Ask me [SRygng)

Intro

PE-sieve is a tool that helps to detect malware running on the system, as well as to collect the potentially

replaced/injected PEs, shellcodes, hooks, and other in-memory patches.
Detects inline hooks, Process Hollowing, Process Doppelganging, Reflective DLL Injection, etc.

PE-sieve is meant to be a light-weight engine dedicated to scan a single process at the time. It can be built
as an EXE or as a DLL. The DLL version exposes a sim ’I and can be easily integrated with other
applications.

malicious material for further analysis. Recognizes and dumps variety of implants within the scanned process:

[0 README &[5 GPL-3.0 license
/ A e
P G N R
7ey R G | N
SR [ B [ | S T
N/ AV, \/ \/

Moneta v1.8 | Forrest Orr | 2020
REQUIRED

-m {*|region|referenced|ioc}
-p {*|PID}

OPTIONAL

-v {detail|debug|surface}

-d

--option {from-base|statistics}

--filter {unsigned-module|clr-prvx|clr-heap|metadata-modules}
--address <memory address>

--region-size <memory region size>




~ Memoruyu Scanners

C:\Users \Desktop>Monetabd.exe -p -m ioc
f \ /|
A T L T R B Nt L T
P R [
\ FAV || % > ¢ .
\/ \/ \V4 A

Moneta v1.0 | Forrest Orr | 2020

cmd.exe : 12256 : x64 : C:\Windows\System32\cmd.exe

0x0000000130000000 :0x00067000 | Private
BxB00000001800000800 : 0x0B06 /000 RWX | B8xB0000000 | Abnormal private executable memory

|
OxP0e0027426000000 :0x00042000 | Private
0x0000027426000000:0x0004e000 | RWX | exo0e00000 | Abnormal private executable memory

scan completed (©.6250080 second duration)

C:\Users' \Desktop>_




~ Memoruyu Scanners

C:\Users \Desktop>Monetabd.exe -p -m ioc

/ \ /|
A N G W YNy
/ Y ( <> | | /7 _ \_
P ) I B 5 .6
\V \V A/ \V

Moneta v1.0 | Forrest Orr | 2020 ' | ENCODING

cmd.exe : 12256 : x64 : C:\Windows\System32\cmd.exe

0x0000P0R180000000 : Ox0B67000 | Private
Bx0000000180000000 : 0x0BR67000 | RWX | exeeepeee0 |
Ox0000027426000000:0x0004e000 | Private
I

0x0000027426000000 : 0x0004e000 RWX | oxeeoeceee |

scan completed (©.6250080 second duration)

C:\Users! i [ \esktop>, I | OBFUSCATION

‘le.mgﬂip.c* !



~ The Challenge

We need a way of obfuscating binary

code



~ Prior Work

Binary Obfuscators:
 https://github.com/zeroSteiner/crimson-forge

- Shuffling
- Alterations
- Re-ordering

. https /lqgithub.com/weak1337/Alcatraz
Obfuscation of immediate moves
- Control flow flattening
- ADD mutation
- LEA obfuscation
- Import obfuscation
- Anti disassembly

[0 README

&\

6089E53100648B50308B520C8B5214

Crimson Forge

Crimson Forge intends to provi @ Alcatraz #»
architectures. It achieves this by

P master ~ | P 18Branch ©0Tags

Q

Shuffling: Instructions are shu
does not modify the size of res:

Alterations: Instructions are si

instructions are inserted into th
as well W Alcatraz
Due to the nature of the re-writ| ™ images

memory. This eliminates a very| g ssamelease

[ gitignore
[ gitmodules
O Alatrazsin

[) ReADMEmd

] README

Alcatraz

Alcatraz is a x64 binary obfuscator that is able to obfuscate v:

rarious different pe files includi

©  Addfile ~

ing:

©Watch 22 -

<> Code ~

58 Commits

Y Fork 236 v W Starred 15k v

About
X64 binary obfuscator

00 Readme

Yr 1.5kstars
® 22watching




~ Prior Work

Lea obfuscation

The lea obfuscation is quite simple yet effective. We move a different location into the register and decrypt it
afterwards. This way, reverse engineers can't cross reference certain data / functions.

Let's say we find the following instruction: lea rcx, [@xDEAD]

We will mutate it to:

pushf
lea rcx, [1CES4]
sub rcx, EFAY

popf

rcx -> BxDEAD




~1 Prior Work

Alcatraz LEA Transform.yar Raw

rule Alcatraz LEA Transform {
strings:

¢ pushf 66 9c
lea 7, [?] > 48 8d 22 72 22 22 27
(; 48 81 77 27 27 77
56 9d
- $lea_transform = { 66 9c 48 8d ?7 ?7? 2?7 7?7 77 48 81 ?7 7?7 ?? 7?7 7?7 66 9d }

condition:
$lea_transform




~ Prior Work

Alcatraz LEA TransTorm.yar e

rule Alcatraz LEA Transform {
strings:

¢ pushf 66 9c
lea 7, [?] > 48 8d 22 72 22 72 72
/ sub 7, 7 48 81 77 77 77 77 77
¢ popf 56 9d
= $lea transform = { 66 9c 48 8d 77 27 77 2?79 77 48 81 7?7 ?? ?? ?7? ?? 66 9d }

condition:
$lea_transform

You can only search seguences .




~ The Challenge

We need a way of obfuscating binary

code

GOALS

Mo self-modifuing codel! (no RUE>
Produce common instruction sequences
Make 1+ look like compiler generated
Include most instruction ftupes

Keep the enthropy low




~I The

Solution




Code Optimization

Input ( . )
Source Code | Lexical Analyzer —> Stream of Tokens

— Abstract Syntax Tree
ANALYSIS -

Semantic Analyzer — FParse Tree

Intermediate Code Generator | —— Intermediate Code

SYNTHESIS - Code Optimizer 5. Optimized Code

Target Code Generator e, CURER EO0S
Output




~ Code Optimirxration

int sum = 0;
(int 1 13 1 n; 1++) { sum
(1 p) 0) {

sum 15

1);



~ Code Optimirxration

add
add

adc
adce

sub
sub

sub
sub

shhb
shb

sbb
sbb

al,l6h -———-
al,l6h ————-

al,epch ----
al,®eDCh —---

al,0A0h ———-
al,0A0h —---

eax,19930520h ———-————————-
eax,19930520h ———---——————-

rax,221133h
rax,221133h

\x04\x16
\x80\xCO\ x10

\ x14\ xDC
\ x80\ xDO\ xDC

\x2C\ xA®
\ x80\ xE8\ xAB

\x2D\ x20\ x05\ x93\ x19
\x81\xE8\x20\x05\x93\x19

\x1C\x0C
\x80\ xD8\ x0OC

\x48\x1D\x33\x11\x22\x00
\x48\x81\xD8\x33\x11\x22\x00



~ How Compiler Optimire Code?

Compilers

Principles, Technigues, & Tools

ELevy —(GEETEETTEED
Algehraic

Advanced
COMPILER DESIGN ' cuding'l'heorv
3 IMPLEMENTATION g Elwyn Berlekamp

Steven S. Muchnick

CEAFRAK & |

(1+8) o = b mod z 2+

WWorId Scientific




~ Code Optimirxration

int sum = 0;
(1'r‘|t.1' 1; 1 ny; 1++) { 1 2 1
} I[:j,;um : 1';@) { Z (Qn _I_ 1) N Z

m=(n/2) x(n/2+1); n(n—|—1)




~ Code De-0Optimization

sum (n 2) (n 2 1);

int sum = 0;
(int 1 1; 1 ny; 1++) {
(1 2 0) {

sum 1;




~ Code Optimirxration

int sum =
for (int 1 i <= n; i++) { sum = (n / 2) = (n / 2 + 1);
1t (1 = 0) {
sum 1;
L
}
<HTO>: DWORD PTR [ 1, <+T73>: nov s
<HTT>: DWORD PTR [ 1, <+75>: shr s
<+84>: <main+106> <+78>: add s
<+86>: ,DWORD PTR [ <+80>: sar ,1
<+89>: s <+82>: nov ,
<+92>: , <+8F57 nov ,DWORD PTR [ ]
<+94>: <main+102> <+87>: nov ,
<+96>: ,DWORD PTR [ <+89>: shr s
<+99>: DWORD PTR [ 1, <+92>: add s
<+102>: DWORD PTR [ 1, <+94>; sar ,1
<+106>: ,DWORD PTR [ <+96>: add s
<+109>: DWORD PTR [ 1, <+99>: imul s
<+112>: <main+86> <+102>: nov DWORD PTR [ 1,
<+114>: ,DWORD PTR [ <+105>7 nov ,DWORD PTR [ ]
<+117>: ,DWORD PTR [ <+108>: nov ,DWORD PTR [ ]
<+120>: , <+111>: nov y
<+122>: y [ + ] P Ox2020 <+113>: lea , [ + ] # 0x2020
<+129>: s <+120>: nov 5
<+132>: <+123>: nov

)

]




~ff Expressing Individual Instructions

MOW PUSH POP LEA
CHP SUB SBB
ADD ADC

IMUL HMUL

IoIv DIV

TEST AHND

oR

HoOR

SHL

SHR

NOT

Do M |

e



~ff Expressing Individual Instructions

MOV PUSH POP LEAQ Current x86-64 design

contains unique
CHP SUB 5SBbB - Mnemonics.
ADD ADC +
TMUL HMUL 3*
IDIvy DIV g
TEST AHD &
OR I
HOR -
=1 | £
SHR >
HOT r



1

MOW
CHP
ADD
THUL
IDIv
TEST
oR
HoOR
SHL
SHR

Expressing Individual Instructions

PUSH POP LEA
SUB SBB

ADC

MUL

DIV

AND

INSTRUCTION SET REFERENCE, A-Z

VSM3RNDS2—Perform Two Rounds of SM3 Operation

Opcode/
Instruction

op/ 64/32 CPUID Feature Description
En bitMode | Flag
Support

F3AWO DE /r /ib A v [AVX | Performs two rounds of SM3 operation using |

the initial SM3 states from xmm1 and xmm2,
and pre-computed words from xmm3/m128,
storing the result in xmm1.

1, xmm2, SM3

Do M

e

Current x586-6494 design
contains unique
Mnemonics.




H Instruction
1. %33.5 MOV
2. %9.2 JCC (ALl conditional jumps)
3. %N6.4 CALL
4. %5.5 LEA
5. 4.9 CMP
6. %3.9 ADD
7. %3.7 TEST
&. %3.5 IMP
9. %3.3 PUSH
1. %3.0 POP
11, %2.7 MNOP
12, %2.2 XOR
13, %1.7 SUB
14, %1.5 INT3
15. %1.1 MOVEIX
16, 1.0 AND
17. %1.0 RET
18, %@.6 SHL
1%9. %#0.5 OR
28, %¥0.5 SHR

%11.3 <0OTHER>

Freqguency Statistics

Based on executable
section sample pool. ~%595
ftransform gadget coverage.

Check below for similar _instruction
frequency studies on x86 instruction set.

Top 20 instructions of x86 architecture




~ Transform Gadgeits

- Arithmetic Partitioning
- Logical Inverse

- Logical Partitioning

= OFffset Mutation

- Register Swap

These transform ?adgEfE are spesifically craftted for prnducing
instructions tha look like compiler generated sub—optimal code.




~ Arithmetic Partitioning

In number theoruy and combinatorics, a partition of a non—-negative

integer n, also called an integer partition, is a way of writing n _as a
sum _ of positive integers. Two sums that differ only in the order of
their summands are considered the same partition.

ADD EAX,O0x10 = (M + 16)



~ Arithmetic Partitioning

In number theoruy and combinatorics, a partition of a non—-negative
integer n, also called an integer partition, is a way of writing n _as a
sum _ of positive integers. Two sums that differ only in the order of
their summands are considered the same partition.

ADD EAM, Ox10
(43— +2+135)

(¥ + 16>
(¥ + 16>



~ Arithmetic Partitioning

- All arithmetic instructions with immediate operands.

1Randomirze immediate value
2)Fix the immediate wvalue with random arihmetic
instruction

e o i

MOV EDI, 0x0OCOOQORE =——



~ Logical Inverse

an inverse is a tType of conditional sentence which is an
l sentence. Given a

from another conditiona
o the

In logic,
the inverse refers

immediate inference made
conditional senfence of the

sentence

form P

AO0R R10O, Ox10 = M ™ 16)



~ Logical Inverse

an inverse is a tType of conditional sentence which is an
l sentence. Given a

from another conditiona
o the

In logic,
the inverse refers

immediate inference made
conditional senfence of the

sentence

form P

AO0R R10O, Ox10 = M ™ 16)



~ Logical Inverse

In logic, an _inverse is a _Tupe of conditional sentence which _is an
immediate inference made from another conditional sentence. Given a
cunglflunal senfence of the fTorm » The inverse refers 1o the
sentence

AO0R R10O, Ox10 = M ™ 16)

(X 7 16> = (KXK' 7 "16) = (KXK' ™ -—-16)



~ Logical Inverse

Some logical instructions. (AMNDAS-ORA"HORD)

1> Take the inverse of the first operand
2 Take the inverse of the second operand

w»Z10 — ~%FS {(depending on the third HOT op. )

HOR R10, 0x49656E60 =)



~ Logical Partitioning
Some logical instructions. (SHRA-SHLA-ROLA-ROR. ..

Divide the immediate value into 2

Shift twice with the new value

en Rolling: i i

1>Add »x times the sirze of the fivrst operand to roll wvalue

1>When shifting:
h

e

SHL GWORD PTR L[ECH1, Ox20 =)



~ OFffset Mutation

MOV ERAXxX, C5:L +0Ox 100%5 ]

s Segment Register

T

e Displacement Offset




~ OFffset Mutation

All instructions with a memory operand.

JRandomize the memory displacement offset i i
JFix the base register with a random arithmetic operation
1YRestore the base register value depending on the target operand

e 10D

MOV RAX, [RAX] —

MOV RAX, [RAXK+0x 10 ] =—



~ Register Swap

All instructions with register operand.

1»Chose a random rEElsfer operand i i
2)Y5wap register with a same sirzre different register using HCHG
E}Mud1f¥ he original instruction _with new reglgfer i
4Swap The register value back using same HCH instruction



-~ Memory Realignment

. 488d3d892500. lea rd1, obj.__TMC_END__
. -'lh33 . 5 r'1'::|'|l'I 488d35822500. lea rsi, obj.__TMC_END__
. vy . 4829fe sub rsi, rdi
%9 Jjcc (ALl conditional jumps) 48850 nov rox. rei
# 48clee3f shr rsi, ox3f
. %6 . CALL 48c1f803 sar rax, 3
" 4801c6 add rsi, rax
- %3, LEA 48d1fe sar rsi, 1

CMFI 7414 0x1b38
488b05ad2400. mov rax, gword [reloc._ITM_registerTMCloneTable]
ADD 4885c0 test rax, rax

< 7408 0x1b38
TEST e rax
660f1f44 [rax + rax]
JMP e
ofifse . [rax]

PUSH ;-— entry.finio:

;-— __do_global_dtors_aux:
PDP f3eflefa endbré4

MOP BEHHEH 803d9d25 . cmp byte [obj.completed.0], @
< 7533 0x1b80
xorn IMSTRUCTIONS 55 rbp

|l L ¥ = N o N ) [ gy WA R N Iy )
= =B - = s o= o= F
2 e e & & & &F
(R N D W Ry N R Ny TN G £

hn & O @ = A =] b =~ @ W n = 0w P~k

12. %2, 48833d8a2400. cmp qword [reloc.__cxa_finalizel, @
13 . __l;_',‘l SUB :jz:eﬁ mov@r?{;ésrsp
< X
14, 1. IMNTZ 488b3d1e2500. mov rdi, qword [obj.__dso_handle]
157824 [reloc.__cxa_finalize]
15 . _.E.l . MD'I.I'E::{ > e863 call sym.deregister_tm_clones
c6057425 . mov byte [obj.completed.®], 1
PR - 5d rbp
16, %1 AND |
c3
17. %1, RET 662¢0f1f8400, [rax + rax]
. > c3
18. %0 SHL 66662e0f1f84. [rax + rax]
P ofif40 [rax]
15. %0. OR ;-— entry.inite:
. ;== frame_dummy:
20. %0, SHR f3eflefa endbre64

|
o
[
s
8]

{'DTHER} e967 sym.register_tm_clones




-~ Memory Realignment

e — — — —



Demo Timetl
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~ Detection

= Similar ~+  More = Similar v More v

1141cclidd]
amoment ago

TION DETAILS TELEMETRY COMMUNITY
DETAILS TELEMETRY COMMUNITY

Join the VT Community an dditional community insights and u ons, plus an API key to automate checks.
Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to autemate checks.

Popular threat label () tr e/mart Threat categories Family labels
Security vendors’ analysis Do you want to automate checks?
Security vendors' analysis Do you want to automat:
Acronis (Static ML (&) Undetected Annlab-v3
Al¥ac () Undetected Antiy-AVL
Undetected
Undetected vira [no cloud)

Baidu (&) Undetected BitDefender

BitDefenderTheta () Undetected
Kaspersky EUR:Trojan Win32. Generic MAK
Undetectad
Microsoft (D Trojan:Script Bimi Rising
ke Falcon () Undetected
Sophos (D) ATK/Shellcod Trellix (Fi
Undetected sisoft
VIPRE ric.5 Marte.4 S8EBECE] ZaneAlarm by Check Point
) Undetectad ESET-NOD3Z
Acronis (Static ML) U AhnLab-3

. Fortinet (&) Undetected
Antiy-AVL a (no cloud)

Google () Undetected {mo cloud)
Baidu ¢ i derTheta

Undetected
Biav Pro

Undetected

e




~ Known Limitations

Scope
Self-Modifing Code

Code Hith Data
Overlapping Instructions



~ Known Limitations

e Self-Modifying Code
- Code With Data
e Overlapping Instructions

NOP—No Operation

CLD—Clear Direction Flag

Opcode Instruction Op/ |64-bit Compat/ |Description
En |Mode eg Mode

[ . . 2 B B

- - Instruction
Instruction Operand Encoding

Opfen | operand1 Operand Operand 3 operndd)f | [, A L
o 1 oww [ wn [ ww [ w ] e

POPFQ




~ Known Limitations

- Scope

- Code With Data
e Overlapping Instructions

000Q7FF75 6051000

1000 notepad.ex )} #400




~ Known Limitations

Overlapping Instructions

- Scope
..

e Self—-modifing Code

[ ]

[ ]
00000070 : 50 56 48 41 34 4d 31 48 P.VH..A.4.M1.H
00000080 : 48 31 41 od4a1 38 75 H1i A A..8.u
00000090: 4c 4c24 45 39 75 5844 40 2449 L L$ E9.u.XD @$I
000000a0: 6641 4844 40 49 41 fA..HD.@.I..A
000000b0: 48 41 5841 585e 595a 4158 4159 H. .AXAXAYZAXAY
000000cO: 415a 48 20 4152 5841 595a 48 AZH AR. .XAYZH
000000d0: 4b 5d48 31 5349 77 696e K JH1.SI.win
000000e®: 696e 6574 0041 5648 49 4c 7726 1inet.AVH..I Lw&
0000000 : 53 5348 535a 4d31 4d 31 SSH..SZM1.M1
00000100: 5353 49 3a56 79 0000 0000 09 SSI :Vy PR .
00000110: 0000 0031 302e 302e 302e 3400 5a438 ©e:10.0.0.4.ZH
00000120: 49 00 004d 31 5353 6a 5349 I <M1 SSj SI
00000130 57 00 0000 00 00 0000 W ssss ses
00000140:| 2139 726d 6937 444d 6868 4962 7945 504d /9rm'iTDMthbyEPM
00000150:| 536¢c 4273 6d37 7756 7653 3264 2d78 6367 S'lBsn|7w\JVS2d-xcg
00000160:| 754a 5231 5142 5033 6e77 4134 544c 2d49 uIR1QBP3nwA4TL-I
00000170:| 5344 6970 3264 5f37 5743 6c31 3757 6ade SD'ip2d_7L\lC117|.\'jN
00000180:| 7477 7859 6¢c6a 6c37 5834 7144 7647 3262 th\"lj'l7)(4quGZb
00000190:| 6a69 4c64 5052 T6de 6966 696b 3663 3742 j'iLdPRvN'if'ichTB
000001a0:| 7448 3242 6370 4242 5875 6236 3762 364b tHchpBBXubE'IbGK
000001b0:| 366f 4454 7558 4948 644f 4758 4e69 658 60DTuXIHdOGXNioX
000001cO:| 3836 4335 4535 496¢c 655 6442 622d 7154 BGCSESIloUde—qT
000001d0: 0048 535a 4158 4d31 53 48 0032 +H SZAXM1.SH. .2
000001e0: 0000 0000 5053 5349 55 2e3b «sssPSSI U.;
000001f0: 48 6a 0a5f 48 6a 5a 5268 H j._H ] ZRh
00000200: 33 0000 49 6a 41 5949 75 46 3..1 ] AYI.uF
00000210: 00 0000 00 4d 31 535a 48 ad eee M1.SZH..M
00000220: 31 4d31 53 5349 2d

7b

1.M1.S8I..-..{

jz failure
jmp short internetsetoption

dbl_get_server_host:
jmp get_server_host

get_server_uri:
call httpopenrequest

server_uri:
db '"/12345", 0x00

failure:
nov ril4, 0x56A2B5F@ hardcoded to
call rbp

allocate_memory:
XOF rcx, rcx ; LPVOID lpAddr
nov rdx, 0x00400000 ; SIZE_T dwSize
nov r8, 0x1000 ; DWORD flAlloc

nov r9, 0x40 ; DWORD f1Pr
nov rl@, 0xE553A458 ; hash( "kerne
call rbp

exitprocess for size

ess

ationType (MEM_C
ct (PAGE_EXECUTE_READWRITE)
32.d11", "VirtualAlloc"




~ Known Limitations

Scope
Self-modifing Code
Code Hith Data

0000: B8 00 03 C1 BB mov eax, 0xBBC10300
Oe05: B9 00 00 00 05 mov ecx, Ox05000000

000A: 03 C1 add eax, ecx
000C: EB F4 jmp $-10
OOOE: ©3 C3 add eax, ebx

OR10: C3 ret




~ Deoptimizer Tool

https: A github. com-"EgeBalci-deoptimizFzer

- Fully written i1n Rusi?
e Ho external dependencies
e Toed_ _x&86 disassembler library

- Add ELF support I
- Add ARHM architecture
- Add RIS5SC architecture




Thankst

Dues tionse
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